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Pesome

B 3TOM fOKYMeHTe Mbl paccKaXKeM 0 Cnocobax peLieHnst pacnpoCTpaHeHHbIX
npobnemMbl yTeuykn MHOOPMaLMKN 3 KOPNOPATMBHOM 6a3bl AAHHbIX C MOMOLLbHO
Kpunto b/.

MpepcraBneHHas 34ecb MHPOpMaLMs 6yaeT nonesHa cneunanmncTam:

e 33HMMAKOLWMMCA MHPOPMALMOHHOM 6€30NaCHOCTLID;

e OpPraHM3yHLMM 3aLLUTYy KOPNOPATUBHOM 6a3bl AAHHDBIX;

*  UHXeHepaM Mo 3KCNAyaTaumm MHOOPMALMOHHBIX CUCTEM;

* agMMHMCTpaTOpaM 6as AaHHbIX;

e 3KCMepTaMm, peannsyoLmnm CTpaTernio UMNOpPTO3aMeLLeHns B CBOEN KOMMAHUM;

M OpraHn3alnaM:

e YbM KOpNopaTuBHble 6a3bl AaHHbIX MOCTpoeHbl Ha Oracle, MS SQL Server,
PostgreSQL, Postgres Pro, Tibero, Jatoba;

* YbM Ha3bl AAHHBIX HYXXAAKOTCA B HAAEXKHOW 3aLUMTE OT BHELIHUX U BHYTPEHHUX
HapywuTenen;

e HAXoAAWMMCSA B MOMCKAX 3aMEHbI TEX MEXAHM3MOB 3aLUMTbI 633 AaHHbIX,
KoTopble 6blIM BCTPOEHbI B 3apybexHble pelueHns, ywealme ¢ poccUiCKoro
PbIHKA;

e KOTOpbIM HEOHXOAMMO MCNONb30BaTb CEPTUPULMPOBAHHbBIE CPEACTBA
3alLMTbl MHPOPMaLLMK, cooTBeTCTBYOLWMe TpeboBaHnam OCH Poccuy;

e uMmerowmm cratyc KUN.
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MpepotBpawenne yreuek us CYb/

HasHaueHue

Kpunto b[1— 370 cnctemMa npenoTBpalleHns yteyek MHGOPMaLMKM U3 KOpnopaTmBe-
HbIX 6a3 faHHbIX. Kpunto b, noaaepxuneaeT Hanbonee pacnpoctpaHeHHble CYB/],
- Oracle, Microsoft SQL Server, PostgreSQL, Postgres Pro, Tibero u Jatoba.

[aHHbIM NporpaMMHbIN KoMMnekc obecneymBaer:
* 3aLMTY MaBHbIX MHPOPMALMOHHbLIX aKTMBOB opraHu3auuu (ERP, CRM,
NBC, NCNAOH v ap.)
- OT yTeYEeK U KpaxM,

- OT BHECEHUS HECAHKLIMOHUPOBAHHbIX U3MEHEHWUI U UCKAXKEHUS
YyBCTBUTENbHOM MH(OPMALLUM,

- OT HECAHKLMOHMPOBAHHOIO AOCTYNA K KPUTUYECKM BAXKHBIM LAHHbIM
agMuHuctpatopamu CYB/L;

e 00e31nymBaHme NnepCOHaAbHbIX AAHHbIX;

e NpO3payvyHOe CeNekKTUBHOE WNPPOBAHNE KPUTUYECKM BAKHbBIX AAHHbIX
B CYB/, c ncnonb3oBaHMEM pOCCUICKMX aNrTOPUTMOB;

e OBYX(MaKTOPHYI ayTEHTUPUKALMIO NMONb30BATENEN NPU AOCTYMNE K AAHHbIM
B CYB/;

* LEHTPaAM30BaAHHOE yNpaBieHWe KoUYaMu WNPPOBAHNUS, MCKKOUatOLLee
BO3MOXHbl€ HECAaHKLMOHMPOBAHHbIE AEeNCTBUS agMUMHUCTpaTopoB bl;

e AyaWT LENCTBUIM NONb30BaTENEN M aAMUHUCTPATOpa 6a3 AaHHbIX
Npy NOMbITKaxX AOCTYNa K 3aLiMLLiaeMon nHGopMaumu;

 peanusaumio TpeboBaHUit PerynsaTopoB

- no obecneyeHmno KOHGUAEHLMANBHOCTU U LLeNOCTHOCTM MH(OPMaLUM
B CYb/,

- MO 3aWuTe NepcoHanbHbIX AAHHbIX,
- no 6e30MacHOCTM AaHHbIX nnaTexHbix kapt PCl DSS,

- MO 3awuTe MHPOPMALMOHHBIX CUCTEM OpraHm3aumni co ctatycom KUN,
- N0 MOAENSM pasfeneHma 4octyna — AUCKPETHOM U MAHOATHOM.

KnioueBbie npeMMyLLecTBa AN 3aKa34UMKOB

Cucrema Kpunto b/l 3apekoMeHaoBana cebs Kak HagexHoe CpeacTBO 3aLMTbl AAH-
HbIX U 06M1aAaeT CleayWMMK NPEUMYLLECTBAMM:

* UCMONb30BaHMe HBbICTPOro M NPOCTOro B peanu3aumm cnocoba
KpunTorpadguyueckon 3awutel MHGopmaumu B CYBM;

e MWHMMAasbHbIE 3aTPaTbl BDEMEHMU U PECYPCOB HAa OPraHM3aLMio
LLeHTPaNM30BaHHOM cUCTeMbI LWNdpPOBaHMS MHGOPMaLUK B 6a3ax AaHHbIX;

* MPOCTOTA B 3KCMJIyaTaLMM U OTCYTCTBME HEOOXOAMMOCTM CYLLECTBEHHOIO
M3MEHEHNs NPOM3BOACTBEHHbIX MPOLECCOB Aas ucrnonb3osaHms Kpunto b/,

e OpMEHTALMS Ha POCCUIACKMIA PbIHOK (NOAAEPXKKA aNrOpuUTMOB
wudposanusa NOCT);

e MMMNOPTO3aMeLLeHNe CPeaCTB 3aLUMTbl, BCTPOEHHbIX B 3apybexHble CYB[;
e TMOKMI NOAX0A K LeHOOOpa30BaHMIO;

e (OPMUPOBAHUE OPUIMYECKM 3HAUMMOW N0KA3aATENbHOM Ha3bl
[N NPOBEAEHMUS PACCNENOBaHNUIA MHLMOEHTOB MUHPOPMaLMOHHOM
6e30nMacHOCTH;
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BO3MOXHOCTb KOMIM/IEKCHOMO MCMNO/b30BaHMA M "OecluoBHOM"
MHTErpaumMmu C LeNbiM psSAoM pelleHunin 6e30nacHoCTM KoMnaHuy AnagauH;

COOTBETCTBME TPEOOBAHMSAM POCCUIACKOTO 3aKOHOAATENbCTBA
B MCMOJIb30BAHMM CPELCTB KPUNTOrpaduyeckoit 3aluTbl;

BOMJIOLLEHME MUPOBBIX MPAKTUK B Chepe co3aaHus MPoayKTOB
U pelieHunit ons obecneyeHus 6€30MaCHOCTM KOMMNAHWA.

®yHKumun u BosmoxxHoctu Kpunto b/

Ha Tekywui momeHT cuctema Kpunto b o6nagaet psaomM BaXKHEMIWIUX LENEBbIX
byHKumIM obecneyeHns 6e30nacHOCTH:
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WKHdpOoBaHNE AAHHBIX;

wndpoBaHue Tabnmu/cTonbuoB 6a3bl AaHHbIX;
OBYXdaKTopHaa ayTeHTUdPUKaLums;
HeobpaTMMoe yaaneHune AaHHbIX;

MCNONb30BaHME CEPTUGULIMPOBAHHBIX KPUNTONPOBaNAEpOB
(npn HeobxoamMMoCTH);

LLeHTPa/IM30BaHHbIN MOHUTOPUHI U ayauUT;

pasrpaHnyeHune [oCTyna Ha OCHOBE PONEBOW MOAENN.

Nanee B nokymeHTe 6yayT onucaHbl HaMbonee pacnNpoCTPaHeHHbIE CLEHApUK
ucnonb3osaHuna Kpunto B/,
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busHec-keucobl

1. 3awwmra nHdpopmauuu B CYB/, npu B3nomMmax MHHOPMALUOHHbBIX CUCTEM

Mpu BceM pa3HO06pa3uM CLLEHApUEB peann3aumnm atak Ha MHGOPMALMOHHbIE
cuctembl (panee NC) 3n0yMbILLNEHHUK, B KOHEYHOM CYETE, CTPEMUTCS NONYYUTb
cnepyloLmMe BO3MOXHOCTY:

e ynpaeneHue dyHkumaMu/napamerpamun MC u, B yactHoctn, CYB[;
e yrnpaB/ieHMe COAEPXKUMbIM CUCTEMHBbIX XXYPHANOoB;
e XMLLEHWE U KoMMpomeTauus nHpopmaumm ns CYB/.

OCHOBHbIM Ha3HauveHneM cuctembl Kpunto b, siBnseTcs npenoTBpalleHme
BblLLENnepeyYncaeHHbIX BO3MOXHOCTEM A9 310YMbILWA€HHMKA B YAaCTK 3aLMThI
nHdopmaumm B CYB[L OT XxumLLeHNs n kKoMnpoMeTaumm. OTo obecneunpaeTcs
nyTem WnbpoBaHUS 3aLMLLLAEMON UHDOPMALMM YCTOMYMBBIMU K KPUNTOAHANN3Y
MEeToAaMM, MaTeMATUYECKM UCKNHYAOLWMMM KOMNPOMETaL MO MHDOpMauuu

B Pa3yMHble 4/ 3/1I0YMbILUTIEHHMKA CPOKM.

Taknum obpasom:

Kpunto B/l peanusyet Takon Tmn 3awmTbl MHGopMauum B CYB/, npn KoTopoMm
He BaXXeH CL,eHapui 1 ycnewHocTb atakm Ha NC. [laxke NOXMLLEHHbIE AaHHbIE
OyoyT HAAEXHO 3alLMLLEHbI WMPPOBAHMEM.

2. 3awwuTta ot agMuHUcTpaTopa CYb/

CoBpeMeHHble MH(DOPMALMOHHbIE CMCTEMbI 001aAA0T PSLOM CBOMCTB, KOTOPbIE
0Ka3bIBAIOT CYyLLECTBEHHOE BANAHME Ha Be30nacHOCTb 06pabaTbiBaeMoi
MHbOpMaLUU:

e cnoxHocTb MC 1 BbiCOKast CIOXXHOCTb MOAENM JaHHbIX
B8 CYB/, (komneTeHumMaMuM obnagaet Tonbko agMuHuctpatop CYB,
M pa3paboTunkm);

e 3arpy>eHHOCTb M BbiCOKas 6bu3Hec-3HaummMocTb CYB/ B NC
(napaMeTpaMu NpoOM3BOAUTENBHOCTM YNPABASET TOJbKO
agMunHuctpatop CYBL);

e KagpoBbIM AedULUT KBaNUPULMPOBAHHbIX CNELMANNUCTOB
no agMuHucTpuposanuio CYB/.

B cuny nepeuncneHHbix ob6cToaTenscts agmMmHuctpatop CYB/ ctaHoBUTCS
BAXKHOM, HE KOHTPONIMPYEMOM U NpuBmnernpoBaHHon posnbto B UC. Mpu 3TOM
agMuHuctpatopbl CYB[, 3avacTyto, ABngtoTCa C1abblM 3BEHOM B OpraHM3aumnm
3awmTtbl CYB/. Tak BO3HMKAET BbICOKAsl BEPOSTHOCTb MHUMAEHTOB C HEFAaTUBHbLIMM
nocneacTBUAMMU:

e yTeyka KaTtacTpopuyeckm 60/bwnx 06bEMOB KPUTUUHOM, BaXKHOM
UK CeKpeTHOW MHGopMaLmu;

e OTCYTCTBUE NPU3HAKOB peain3aumn UHUUOEHTA YTEUKU U,
KaK CNieACTBUE, HEBO3MOXXHOCTb NpoBeaeHnsa NOJIHOLUEHHOIo paccnegoBaHuUA.
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Cucrema Kpunto bl obecneumBaeT 3almTy MHPOPMALIMK OT BO3MOXKHbIX
NpecTynHbIX AeACTBUI agMmHucTpaTopa CYB/:

e aamuuuctpaTop CYB/ He umeeT kntoyen wudpoBaHus;

e BCE MOMbITKM A0CTYyna agMuHucTpatopa CYB/ K 3awmiaemon
MHbOPMALNN DUKCUPYHOTCS;

e peanu3oBaH QyHAAMEHTANbHbIA NPUHLMN pa3aeneHns NOIHOMOUMIA
M OTBETCTBEHHOCTY;

e npu 3ToM agMuHucTpatop CYBJl MOXeT BbINOAHSATL CBOM 06S3aHHOCTU
6e3 orpaHnYeHun.

Takum obpasom:

Kpunto B/l aBnseTca TeM cpeacTtBoM, KOTOpoe No3BOASET 06ecneynTb HALEXHYIO
3aLUMTY OT NPUBUSIETMPOBAHHBIX NOJIb30BaTeNiel 6e3 orpaHMyYeHMs BO3MOXHOCTEN
aAMUHUCTPUPOBAHMS 6a3bl AaHHbIX.

3. PasrpaHuuyeHue pocTyna K 3awmiaemoin uHpopMaumm

PasrpaHuyeHune poctyna K MHGOpMaLmMmn SBASETCS OAHOM U3 OCHOBHbIX PYHKLMMA
6e30nacHOCTM MHPOPMALIMOHHBIX CUCTEM. B cMny pasnnyHbiX NpUYmMH 3Ta GyHKLUMS
MOXET ObITb peannM3oBaHa He CaMbiM OMTUMabHbIM cnocoboM. Hanpumep:

e pasrpaHuyeHune obecneynBaeTCs Ha YPOBHE CEPBEPA MPUIOKEHWIA;

e byHKUMKM pasrpaHUYeHUs peanusyoTcs N0Nb30BaTeIbCKUM
web-nHTepdencom;

e pasrpaHWyeHue NpousBoauTCs 6e3 CcpeacTB YCUMIEHHOM
ayTeHTUdmKaunmn nonb3oBaTenen.

Kak npaBuno, Takyo Mepy 3aLimTbl OCTAaTOYHO NPOCTO 06OMTHU, MAHMNYAUPYA
3anpocamu K cepBepy NpPUIOKEHUM Man nogaenbisas web-3anpocol. [1py 3Tom
Ha ypoBHe CYB[, naHHble OCTaTCS He3aLLMLLEHHbBIMM, OCTYM K AAHHbIM He
KOHTponmpyeTcs.

Takoi noaxop K pasrpaHUYeHUIo LOCTYNa NPUMEHSETCS B NOLAB/SIOWEM
6onbwmnHctee MC, 4To MO CyTW ABNSETCS KPUTUYHOM YS3BMMOCTbIO. B310M nopo6HoM
MNC He noTpebyeT 0T 310yMbILLNEHHUKA 0COObIX YCUIUIA, BbICOKOM KBanuduKaLmm

¥ BPEMEHHbIX 3aTparT.

Cucrema Kpunto B/l obecneunBaeTt HafeXHoe pasrpaHuyeHme 4OCTyna
Nonb3oBaTenen K 3alwmiiaemMon MHPOpMaLMM HA OCHOBE CNeaytLmMX QYHKLMNA:

e rnbkag KAKYeEBas CXeMa, NO3BONAOLLLAS 6bICTpO 7 y,El,06HO HA3HA4YUTb
A40CTYyNn 0AHOMY UNKU HECKOJIbKMM MOJIb30BATENIAM K 3aliMLLaEMOMY pecypcy;

e paclIMpeHHas poseBas MoAENb, MO3BONALIAA BbIAEANTb GYHKLMM
KOHTPO/IS 338 AOCTYNOM BblAENEHHOMY COTPYAHUKY 6€30MacHOCTy.

TakuMm obpasom:

Kpunto B/l no3BonsieT opraHM30BaTb KOHTPOJIMPYEMbIA AOCTYN K 3aWMLLAEMbIM
AaHHbIM B C Ha ocHoBe ya06HOM MaTpuLbl AocTyna, obecneyms Npy 3TOM BbICOKMM
YPOBEHb HAAEXHOCTU pa3rpaHUYEHUS PONEN.

Kpunto B, CueHapuu MCnonb30BaHWa CUCTEMbI MPefoTBpaLLeHus yTeuek KoHpuaeHumanbHon nHpopmaumumn ns CYb,



4. 3awwuTta uHdopmauuun npm pasmeuweHum CYBJ B "obnake”

MepeHoc MC B "06nako” conpoBOXAAET P, HErAaTUBHbBIX PAKTOPOB, KOTOpPblE MOTYT
NPMBECTU K MACLITAOHbIM YTEYKAM KPUTUYHOM MHDOPMALMK U3 NPUHALNEXKALLEN el
CybA:

e BO3HWMKAET BO3MOXHOCTb PU3MYECKOrO AOCTYNA TPETbUX NINL,
(Hanpumep, coTpyaHMKM obnayHoro onepartopa) k cepeepam NC/CYBL;

e poctyn TpeTbux iny, K cepeepam NC/CYBL, HMKaK He KOHTponMpyeTcs
M He PUKCUPYETCS Ha CTOPOHE 3aKasuuka ycnyru.

Mpu pa3MeleHnn cepeepoB MC B "obnake” nepcnekT1Bbl 3/10yMbILLEHHMKA
NONYYUTb XKenaemMoe 3HaYUTENbHO PaACLLUMPSIOTCS 33 CHET BO3MOXHOCTU HU3MYECKOro
M aAMUHUCTPATMBHOIO AOCTYNA K 3TUM CepBepam.

Mcnonb3oBaHue cuctembl Kpmnto B ang 3awmtbl nHbopmaumm B CYB/ npu
pasmelLeHnn cepeepoB MC B "obnake” CyLLECTBEHHO COKPALLAET PUCK KPaXku

n notepu KoHbUAEHLMaNbHOCTM MHbopMauuu. Mpu ycnewHoMm B3nome MC
3/10YMbILLIEHHMK, B KOHEYHOM CYeTe, MOYUUT JOCTYN K HAAEXHO 3almndbpoBaHHOM
nHdopMaunm 6e3 BO3MOXHOCTU ee UCMONb30BAHNS B MPECTYMHbIX LeNsX.

Taknum obpasom:

Ncnonb3oBaHue cuctembl Kpunto bl B KayecTBe 3awMTHOM Mepbl Nnpu nepeHoce MC
B "0611aK0" MO3BONSET CHU3UTbL PUCKK, CBA3AHHbIE C HEKOHTPOIUPYEMbIM AOCTYNOM
NOCTOPOHHMX NnL, K cepBepam CYB[.

5. 3awwuTa pesepBHbIX KOMUIA U apXMBOB MHGOPMALMOHHBIX CUCTEM

3afava no 3awuTe MHhopMaLmm B apxmBax pesepsHbix konuin NC senaetcs
Hanbonee CIOXHO OCYLLECTBUMOM ANS 3aKA3YMKOB B CUNY psSAa YCNOBUIA, AUKTYEMbIX
notpebHocTaMM brsHeca:

o (YHKUMU 3aLUMTbI APXMBOB HE AO/KHbI HAPYLIATb CIOXMBLUMECS MPOLLECCHI
1 METOAbl pe3epBMPOBAHUA MHDOPMaLUK;

e MpU Kpaxke/XMLLEHNWN apXMBOB HE LOMIKHO BO3HMKATb Yrpo3, CBA3aHHbIX
C notepein KOHOUAEHUMANBHOCTU apXMBHON MHPOPMAUMK;

° Mpouecc BOCCTaHOBNEHMUA I/IHCI)OpMaLI,MM M3 3alULLEHHbBIX apXUBHbIX
KOMWIM 0OMKEH ObITb npo3pavyHbIM U COBMECTUMbIM
c npouenypamum BOCCTaHOBJIEHUA;

* MpU XPAaHEHUU 3ALUMLLEHHBIX APXMBOB AOMKHO COBMOAATLCS
COOTBETCTBME PALY HOPMATMBHbIX TpeboBaHui PO
(Hanpumep 187-®3, Mpukas 21 GCTIK Poccum m T.n.)

Mpu ucnonb3oBaHuu cuctemol Kpunto b1 nudopmaumsa B Tabaunuax CYBL yxe
3awmuieHa wudposaHmeMm. [1o3ToMy npouenypy pe3epBHOro KONMpoBaHUS He
Ha4o M3MEHSTb UK NepecTpanBath. JaHHble, nonagatowme B apxXuBbl pe3epBHbIX
KOMWin, ByayT MO YMOTYAHMIO 3aLUMLLEHBI. XMULLEHME TaKOW MHPOpMaLMM

He ByneT MOpOoXAaTh BO3HUKHOBEHUSI HOBbIX Yrp0O3, CBA3aHHbIX C NOTepew
KOHDUAEHUMANBHOCTU XPAaHUMON MHBOPMaLLUK.

TakuMm obpasom:

BaxkHenwmm npemnmyiectsom cucteMbl Kpunto bl 9BnseTcs BO3MOXHOCTb peLueHust
33[a4M 3aLUMTbl AQPXUBHBIX KONWIM 6e3 AONONHMTENbHBIX 3aTPaT B HACTPOWKE,
aAMUHUCTPUPOBAHUM U CONPOBOXAEHUMN CPEACTB 3aLLUTbI MHDOPMALUM.
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6. MackupoBaHue 1 aenepcoHanmsaumusa MHpopmauum

MHorve opraHu3aunmn pasnnyHbix chep LeaTeNbHOCTU CTaNKMBAOTCS

C He0b6X0AMMOCTbIO MOCTPOEHUS U BBOAA B 3KCNyaTaumto HoBbIx MC, BKNtoYas

nx pa3paboTky u TecTMpoBaHue. Beon B akcnnyaTaumio kaxaon Hoson MC
(kopnopaTMBHOIO NpuUNOXeHMs, TexHudyeckoro MT-cpeactea u T.n.) Bceraa
COMpPOBOXAAETCS NPOLLECCOM POPMMPOBAHMS TECTOBbIX CPE M HAMOJIHEHUS UX
TECTOBbIMM AaHHbIMU. [1n9 3TOr0 KOMNaHUSAM NPUXOAUTCS penaMuMpoBaTh 6asbl
[JaHHbIX AN obecnevyeHus npouecca TeCTMPOBAHUA CUCTEM. 34ecCb nepen 6usHecoM
BCTAET LeNblii CMUCOK NPOTUBOPEYMBBIX BONPOCOB, KAK 3aLLMTUTb MHDOPMALMIO

B penauLMpOoBaHHbIX Habopax AaHHbIX, MPU YCIOBUU, UTO:

e penauumpyemble Habopbl AAHHbIX LOMKHbI ObITb AKTYaSIbHbIMK;

e pa3Mep BbIOOPKU AaHHbIX B HABOpax AO/MKEH COOTBETCTBOBATD
peanbHOMy 06beMy MHMOpMaLMK;

e B penauuMpyemMble Habopy Hen3bexxHO MonagaeT KPUTUYECKM BaxKHas
U KOHbMAeHUManbHas nHdopmaLms.

[Mpouecc cornacoBaHUs BblAauYM AAHHbIX UX BNAAENbLAMW U HAa3HaYeHue
OTBETCTBEHHbIX UL, 33 NPOLLECC TECTUPOBAHUS 3aHUMAET HeoNpeaeneHHoe
BpeMS, NPUXOAMUTCS XAATb ropasao 60oblue NI1aHUMPYEMOro B paMKax NpoekTa
BpeMeHu. Bce 3Tu ycnoBums ycyrybnsorcs HeobxoaAmMMOoCTbio AenepcoHanu3aumnm
nepenaBaeMblX JaHHbIX. B €BS3u € 3TMM, 3a4a4a MO MAaCKMPOBAHMIO KPUTUYECKM
BaXKHOM, KOHPUAEHLMANBHOM MHDOPMaUMM NpUobpeTaeT BbICOKYH 3HAYMMOCTb.

OpHon u3 BaxkHenwmnx dyHKuMn cncteMbl Kpunto b/l aBnsetca mackmpoBaHume.
Cuctema peanusyet Hanbonee NpoABMHYTbIM METOL MAaCKMPOBaHUS —
"OMHaMUYeCcKoe MackMpoBaHue":
*  KaKAOMY CTONIOLY AaHHbIX MOXET ObITb ONpeneneHa co6CTBEHHAa MackKa;
* MACKM MOTYT HaCTpamnBaTbCs MO GOpPMATy U BHELUHEMY BUAY;
e MACKM MOTYT reHepupoBaThCs U3 AMANa30HOB 3a4aHHbIX 3HAYEHUN;
e MACKMpyeTcs akTyanbHas MHbOpMaLMS.
MNpu popmmpoBaHMM 1 NepeMeLleHn penamumpyeMoro Habopa AaHHbIX

MCMNONb3YHTCS MACKK, B TO BPEMS KaK peanbHble KOHPUAEHLMANbHbIE AaHHbIe
Hukoraa He nokuaatot CYB/.

Taknum obpasom:

Ncnonb3oBaHue cuctembl Kpunto b, no3sonset obecneynts pa3paboTunkos
MUIOTHBIX 30H PenIMLMPOBAHHbIMM HAbOpaMM AaHHbIX, KOTOPbIE MO3BOAST
obecneynTb NoNHOLEHHOEe TecTupoBaHme MC B TecToBbIX cpepax. [Npu 3Tom 3agava
obecneyeHns MaCKMpOBaHUS MHPOPMaLMK He NoTpebyeT OTAENbHbLIX YCUUIA U
byneT pewwatbcs B 06LLel KaHBe BbIMOJHEHMS 3a4a4 Mo 3awmTe gaHHbix B CYB/.
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7. HapexxHoe yHMUTOXXeHUe nepCcoHaNbHbIX AaHHbIX

BoiBopg ycTapeswer MC 13 akcnayaTaumm - HEMUHYEMbIRM 3TaM XM3HEHHOMO LMKAA
nobon cncteMbl. B npouecce BbiBOAA M3 3KCMTyaTaumMu AaHHble, xpaHumble B CYB,
3101 MC, LOMKHbI ObITb HAAEXHO YHUUTOXKEHbBI. TEpMUH "HaAeXHO" NpeanonaraeT B
[LAHHOM C/lyYyae OTCYTCTBME BO3MOXHOCTM BOCCTAHOBNEHUS YHUUTOXEHHbIX JAHHbIX.
K HafpeXXHOMY YHUUTOXEHMIO LaHHbIX MPMOEratoT He TOJIbKO B NPoLLecce BbiBOAA

MC 13 akcnayaTaumu, HO TaKKe B X04e MOAEPHM3ALNU CUCTEMDI, USMEHEHUS
MHDOPMALMOHHOM MOAENU, ONTUMMU3ALMM CTPYKTYP AaHHbIX B CYBM n T.4.

3a4acTyto, 4na peweHuns nogobHbIX 3a4a4 MCNOAb3YHTCS Y3KOCNEeLMaaM3MpoBaHHbIE
NporpaMMHble MHCTPYMeHTbI. X nprnobpeTeHme, yCTaHOBKA M afAMUHUCTPUPOBAHME
330eNCTBYET CyLecTBeHHble GMHAHCOBbIE M BpEMEHHbIe pecypchl. [1pn
MCMNONb30BAaHUM AaHHbIX CpeacTB 6€3yCc/IOBHO BO3HMKAET BOMPOC - HACKObKO
HaOEeXHO YHUUTOXATCA AaHHble? OTBETUTb HA TAaKOM BOMPOC AOCTAaTOUYHO CJIOXHO.

Mpu ncnonb3oBaHunun cuctemol Kpmunto b/, 3awwmiatowien BCO BaXKHY KPUTUYHYIO
UM KOHPUAEHUMANBHY MHPOPMaUMio, NpobiiemMa opraHn3aumm npowecca
HaAEeXXHOM0 YHUUTOXEHMS AAHHbIX YXKe pelleHa. Bce 3awumwaemMblie 4aHHbIE HAAEXKHO
3aWwndpoBaHbl CTOMKMMKU anroputMamm WndposaHus (B COOTBETCTBUU

c Tpe6osaHuamm FOCT 28147-89,OCT 34.12-2015). B cnyyae HeaBTOpM30BaAHHOTO
BOCCTAHOBJIEHMS YHUUTOXEHHOM MHDOPMALMK 3/10YMbIWAEHHUK NOAYYnT
3aWmndpPOBaAHHbIN MacCMB JAHHbIX, pacliMdpoBaHUe KOTOPOro ANs Hero bynert
HEBO3MOXHO B Pa3yMHbIX Npeaenax 3aTpat pecypcoB U BPEMEHM.

TakuM obpasom:

Cucrema Kpunto Bl no3sonseT pellaTts CONYTCTBYOWME NPUKIALHbIE 3a43a4M

Nno HageXHOMY YHMUTOXEHMIO MHdopmaummn u3 CYBL, obecneunsas npu 3Tom
CYLLLECTBEHHYH 3KOHOMMIO YCUIMIA M DMHAHCOBBIX CpeacTs cotpyaHmkos UT u UMb
nogpasaeneHun.

8. HesaBucumbiii ayaut cobbiTuii AocTyna K MHpopmaumum

OpHow 13 kntoyeBbix 3aaa4 MBb-cnykbbl KOMNAHMKM SBNSIETCS MOHUTOPUHIM
paccnefoBaHMe MHUMAEHTOB MHMOPMALIMOHHOM 6e30nacHOCTH. B pamkax fAaHHbIX
MeponpuaTnin Mb-cneumanmctbl COOMPAOT BHYLUUTENBHOE KOMMYEeCTBO MHbOpMaL MK
0 CUCTEMHbIX COOBLITHSIX, A TaKKe MHDOPMALMIO O COBbITMAX BE30MaCHOCTM.
AnekBaTHOCTb M 3 PEKTUBHOCTb Pe3yNbTaToB paccienoBaHns Ub-mHUmMoeHToB
3aBUCKT, B 6ONbLLEN CTENEHM, OT aKTyanbHOCTU U A,OCTOBEPHOCTM COBMPaEMbIX
DAHHbIX.

Mcnonb3ysa 3awmTty nHdopMaumm nocpeactsom cucteMol Kpunto b/l komnaHus
nonyyaeT BO3MOXHOCTb OpraHun3aumm cbopa n 06pabotkm nHbopmaumm

0 cobbITUAX [OCTYNa NOMb30BaTENEN UM ALMUHUCTPATOPOB K 3aLUMLLAEMbIM AAHHbIM,
xpaHawmmcs B CYB[. MexaHn3M xXypHanmMpoBaHus cobbituit cuctembl Kpunto b
UMeET psif, NPeEUMYLLECTB:

e (durKcaums cobbITUii 4OCTYNA K 3aLLMLLAEMON MHDOPMALMK;

e nepenaya 3aMKCMPOBAHHOM MHDOPMaLMKM BHELLUHEN cncteme (HanpuMmep, SIEM);
 3alMTa Npoueayp NOrMpOBaAHUS OT BO3MOXHbIX 3N10HAMEPEHHbIX
nencreui agMuHnctpatopa CYB[.
Takum obpasom:

Cucrema Kpunto b/l no3BonsieT opraHM30BaTb HE3aBUCUMbINM Npouecc hmKcaumm

u nepefaym nHdopmaumm o hakTax 4OCTyna K 3almaemMon nHbopmaumu. lMpu 3ToM
aaMuHuctpatop CYB/l He nMeeT BO3MOXHOCTU U3MEHEHUS MU YTEHUS 3aLUMLLAEMON
MHbOpMaumu.
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9. Complience unu BbinonHeHMe Tpe6oBaHMI I HOPMATUBHBIX AOKYMEHTOB

Kaxpooe MeponpusTme no 3awmTe MHGOpMaLMM Tak MU MHAYe COOTHOCUTCS
C onpepeneHHbIM Habopom TpeboBaHUIM B 061aCTM MHOOPMALMOHHOMN
6e3onacHocTu. 3apaum no npuseneHunto MC B cooteeTcTBME TpeboBaHUAM
PasfIMYHbIX OTEYECTBEHHbIX UM 3apyDeXHbIX CTAHAAPTOB SBMSHTCS OCHOBOM
neatenbHocTn Mb-cnyxbbl. MeponpusaTis no npefoTBPaLLEHUIO yTeyek
KOHbUMAeHUManbHon nHdopmaumm n3 CYBLL He SBRSOTCS MCKOYEHMEM.

KpunTo Bl no3BonseT ycnewHo pewunTb psa 3a4a4 Npy NpoBeAeHUU CneayoLmx
MeponpuUsTUiA:
 BbinonxeHue Tpebosanmnin 152-®3 (npmkas N221 ®CT3K Poccuu),
B YaCTM 3aLUMTbI NEPCOHANbHbIX AAHHbIX:
- pasrpanHunyenue goctyna k MNAH 8 CYB/,
- peanu3aums aByxdakTopHOM ayTeHTUdMKauuun npm goctyne K MAH 8 CYB/,
- MOHWTOPWHTI U NOrMpOBaHMe CoBbITUI AOCTYNA K 3aLUMLLAEMbIM AAHHbIM;
e BbinonHeHue TpeboBaHui ctaHaapTa 6e3onacHoctn PCI DSS
- wudposaHue n MackuposaHue PAN B nogcucteMax npoueccuHra,
- MACKMpOBaHWe AAHHbIX NIATEXHbIX KapT,

- HagéxHas 3awWwmTa Knoven WnudpoBaHMS HA MPOTHKEHUM
UX XXM3HEHHOrO LUMKAa,

- Npo3payHoe BCTpauBaHWE B roToBble MHGOPMALMOHHBIE CUCTEMDI,
- QyAMT MU MOHUTOPMHT LOCTYNA K 3aLMLLEHHBIM AAHHbIM,

- LEeHTPann30BaHHOE ynpasfieHne QyHKLMSAMM 6€30MacHOCTH
(knoun wmdpoBaHug, ayamT, N0Ab30BaTeNM U T.N.),

- KOHTPO/b LeNocTHOCTM cobctBeHHoro MO u cnyxkebHolM MHbopMauuu;

e BbinonHeHne TpeboBaHmit ®3-187 B 4aCTW 3aLWMTbl AAHHbIX CUCTEM
KpUTUYECKOM MHGDPACTPYKTYpbI

- obecneyeHne LENOCTHOCTU CNyXebHoM MHbopMaunn B CYB/,

- obecneyeHne KOHOUAEHUMANBHOCTU AAHHbIX, 06pabaTbiBaEMbIX
B KPUTMYECKUX MHDOPMALMOHHBIX MHPpaCcTpykTypax (KUW);

e BbinonHeHue TpebosaHui MNpukasa N217 OCTIK B yactu
3aLWnTbl KOHOMAEHLMANbHOM MHbOpMauun obpabaTsiBaemon B TNC

pa3rpaHuyeHue pgoctyna k MNAH 8 CYb/,
peanu3auma AByxdakTopHoOMn ayTeHTudUKaumm npu gocryne K MNAH 8 CYB/L,
MOHMUTOPUHT M IOrMPOBaHMe COBbITUI [OCTYNA K 3aLUMLLIAEMbIM AAHHbIM.

TakuMm obpasom:

Cucrema Kpunto Bl opraHM4HO BNUCbIBaeTCS B COCTaB 3OPEKTUBHOMO
nHcTpyMeHTapus Ub-cnyx6bl opraHu3auum, No3BoNsSs COBMECTUTb BbINOTHEHME
TpeboBaHMI HOPMATUBHbIX JOKYMEHTOB M NPeaoTBPaLLEHUE aKTyasbHbIX

N KPUTUYUHBIX Yrpo3 UHOOPMALMOHHOM 6e30MacHOCTM.
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Bo3MOXXHOCTU MMNOpTO3aMeLLLeHUs U COOTBETCTBME Tpe6oBaHUAM
perynupyiowmx opraHos PP

Cucrema Kpunto b/l cootetctByeT TpebosaHmam OCB Poccmu. Pesynbtatsl
NPOXOXAEHMS CEPTUPMKALMOHHBIX UCMBITAaHUIA NOATBEPXKAAIOT, YTO CPEACTBO
KpunTorpaduueckon 3awmtbl nHpopmaummu Kpunto b sepcun 3.0 (ucnonHenus 1, 2)"
yposneteopsieT "TpeboBaHWIM K CpeACcTBAM KpUNTOrpaduyeckon 3aLuTbl
nHbopMaLmm, NpefHa3HAYeHHbIM ANS 3aWnTbl MHGOPMaLMK, He CoAepKaLLen
CBELEHMI COCTaBNAKLWMX roCyaapCTBEHHYO TarHy" no knaccam KC1 (ncnonHenue 1),
KC2 (ncnonHenue 2), a Takxke "CneumnanbHbiM TpeboBaHMAM K CpeacTBam
KpunTorpauyeckon 3awwuTsl, NpefHa3HavYeHHble 415 3aluTbl MHGOpMaLuy,

He coepXKallen CBefeHWI, COCTaBNSIOWMX FOCYAAPCTBEHHYIO TaliHY,
M 3KCNAyaTMpyeMbIM Ha Tepputopun Poccuiickon ®enepaumm (CT-P)
n "TpeboBaHMsaM MO 3awmTe IMHENHOM Nepefayun CpeacTs Kpuntorpaduyeckon
3aLWMTbl MHOOPMALMM, HE COAEPXKALLEN CBEAEHWIA, COCTABNSIOLLMX
rocynapCTBeHHY0 TanHy" no yposHio KC..

B noateepxaeHve 3TOMy BblAAHO NONIOXKUTENbHOE 3aK/IH0HYEHNE
N°® 149/3/2/1/1334 ot 14.06.2023.

OxumpaeMbin cpok nonyyeHus ceptudumkarta cootsetcteus — Il kBaptan 2023 .

Cucrema Kpunto B/l ABNS€TCA NOAHOCTbIO OTEYECTBEHHOM pa3paboTKOM, COCTOUT B
eaMHoOM peectpe oTedectBeHHoro 0 (peectposble 3anucm N2509, 518,4292,4293)
1 MOXET NPUMEHSTLCA ANS MMMOPTO3aMeLLEHNS 3apyOeXKHbIX CPeACTB 3aLLUMTbI.
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