BaxkHaa nHopmauunsa: wmdposanbLnK
WannaCry

12 maga BpegoHocHoe [0 - wndpoBanbwmk WannaCry HaHecro yuepb COTHSIM opraHmM3aumi B
pasHbIX CTpaHax, B T.4. B Poccun. BpegoHocHoe MO 3alumdpoBbIBaET NepcoHanbHble Y KPUTUYHBbIE
[AOKYMEHTbI 1 chaiinbl, U TpebyeT oT xepTBbl Bbikyn pasamepomM ~ $300 USD B BitCoin ans
npeaocTaBneHnsa Knoda pacwmdpoBaHms dannos.

CnepyeT 3aMeTUTb, YTO pelueHust Fortinet ycnewuHo
GNOKUPYIOT 3Ty aTaky

1. FortiGate IPS 6riokupyeT akcnnout

2. FortiSandbox BbisiBNsieT BpeAOHOCHOE NoBeaeHne

3. AHTuBMpyc Fortinet BoisiBNaeT Wannacry B pasnimyHbIX
BapuaHTax

4. Be6-cpunbTp FortiGuard knaccudpuunpyet Beb-canThl, K
KoTopbIM obpaLllaetcs Wannacry, Kak BpeAOHOCHbIE (3a
nckntodeHnem gomeHa "kill switch™)

5. MexcermeHTHbI ceTeBou akpaH (ISFW) FortiGate moxeTt
OCTaHOBMWTb pacnpocTpaHeHune BpegoHocHoro MO

Wannacry pacrnpocTtpaHsieTcs N0 NpPUHLMNY CEeTEBOro YepBs, 3a CHET akTMBHoro onpoca MK B cetu
no npotokony SMBv1 n nopTty 445 ¢ uenbto BbisBneHus MK, nogBepXeHHbIX Yy93BMMOCTH
Backdoor.Double.Pulsar Ecnu yassumocTb npucyTcTByeT Ha [NK-xepTBe, OHa ncnone3yetcsa ons
JocTaBKku 1 3anycka obpasua BpegoHocHoro MO. Ecnn HeT, ncnonb3yeTcs MeHee pesynbTaTUBHbIN
cnocob akcnnyatauuu.

Mo aToN NpuYnHE, Mbl PEKOMEHOYEM OpraHM3aLnsiM BPEMEHHO (40 OOHOBMEHUS BCEX
NnoaBepPXKEHHbIX CMCTEM) 3abnokmpoBaTh NOPT 445 OT COeAMHEHNI U3BHE, a TaKKe, MPU HaNn4mMmn
TEXHNYECKON BO3MOXHOCTHU, UCMONb30BaTh yHKLUMOHansHocTb NGFW ans nonHoro 6roknpoBaHus
npotokona SMB

BpegoHocHoe MO saBnsaeTcst MOAYNbHbIM JTO 3HAYUT, YTO OHO MO3BOSISIET 3MOYMbILLMIEHHNKY
nonyyYnTb agMUHUCTPATMBHBLIE NpuBUNerun Ha MNK-xepTBe, 4TO B CBOK o4epedb MOXET ObiTb
NCnonb30BaHO ANd 3arpy3ky AONOMHUTENBHbIX Moaynen BpegoHocHoro MO. B ogHom 13 cny4vaes,
paccnegoBaHHbix Fortinet, BpegoHocHoe MO ncnonb3osano yassmmocts CVE-2017-0144 anga
nony4yeHusa goctyna Kk cucteme. Nocne atoro, 66 3anyLueH 3arpy3yuk (dropper) ansa 3arpysku 1
3anycka MO wwndposansLLmka.

[MpryrHON 3TOW YA3BUMOCTY SIBNSIeTCS nepenoriHeHne Bydepa npu pasbope HEKOPPEKTHO
chopmmpoBaHHoOro 3anpoca Trans2 cepsmucom SMBV1. YcneluHas akcnnyaTaums npuBoamT K
3anycKky Koda B KOHTEKCTE nNpunoxeHus. [Inga akcnnyatauumn He TpebyeTca ayTeHTudmkaums no
SMB, MUMEHHO 3TO SBMIOCb OCHOBHOW MPUYMHON CTOMb MaccoBOro pacnpocTpaHeHus Wannacry B
noKanbHbIX CeTSX.


http://blog.fortinet.com/2017/05/15/wannacry-ransomware
http://blog.fortinet.com/2017/05/15/wannacry-ransomware
http://blog.fortinet.com/2017/05/15/wannacry-ransomware
http://blog.fortinet.com/2017/05/15/wannacry-ransomware
https://www.fortinet.com/corporate/about-us/why-fortinet.html
https://blog.fortinet.com/2017/05/12/protecting-your-organization-from-the-wcry-ransomware
https://blog.fortinet.com/2017/05/12/protecting-your-organization-from-the-wcry-ransomware

Backdoor.Double.Pulsar

Ecnu BpenoHocHoe MO onpenenseT, 4to B cucteme npucytcteyet Backdoor.Double.Pulsar, oHo
NbITaeTCs MCNONb30BaTb ero Ans 3arpy3ku u BoinonHeHus MO wudpoBanbLumka. YTo MHTEPECHO, B
HEKOTOpbIX MpoaHanM3MpoBaHHbIX 06pasuax npucyTcTeoBan dnar gns otkniodeHnss DoublePulsar.

BpenoHocHoe MO 3arpyxaeTtca Ha NK-xepTBy B B1ae 3awwmdpoBaHHoro kntovom AES DLL danna.
Mocne 3anycka, BpegoHocHoe MO co3gaét dann “t.wry." n ncnonb3yeT BCTPOEHHbIN Ktod AES ans
pacwudpoBaHus DLL B 6ydep onepatmBHoM namaTtu, nocne pacumndgposku DLL 3arpyxaetca B
poaMTENLCKUIA NPOLIECC - TaKMM 0b6pa3om, paclundpoBaHHbIin DLL daiin He coxpaHseTcsa Ha auck.
OT0 no3BonseT n3bexaTb 4ETEKTUPOBAHUS HEKOTOPLIMU aHTUBMPYCHBLIMUN PELLEHNUSIMMU.

LUndpposanbLimk et dannsl 179 TMNoB, Ans KaXKooro dansia reHepmpyeTcs K.

B cy66oty, 13 M@ nccnegosatens B obnactu MIB obHapy»xun "kill switch" - cnocob gucTaHUMOHHO
BbIKIIOYMTL BpedoHocHoe MO. 31o - DNS npoBepka 1 obpalleHne K onpegeneHHoMy A0OMEHY, He
3aperncTpMpoBaHHOMY Ha TOT MOMEHT. [locne perncTpaumm, TEMN 3apaXkeHuin CoLen Ha HeT, T.K. B
BOonbLUMHCTBE HOBLIX CryYyaeM 3apaxeHus BpegoHocHoe MO getekTnpoBano A0CTYMHOCTb
CO3aHHOro AoMeHa.

Nexopawmnm TOR

BpegoHocHoe N0 3arpyxaeT KnMeHT ceT aHoHumMu3aumm TOR 1 ucnonb3yeT ero sl aHOHUMHORN,
3aLmMdpoBaHHON KOMMYHMKaLMK C cepBepamin ynpasneHus. Mel pekomeHaoyemM 6noknposaTb
nexogawmi Tpacgmk TOR. 310 nerko peannsosaTtb Ha FotiGate nocpeactsom curHatyp AppControl.

[ns HacTponkn nepengnte B security profiles -> application control n HaxxmuTe add signature B
cekummn Application Overrides.

@ Dashboard > | Edit Application Sensar default ~omE
s FortiView ¥

Network > : N
+ ehwer 96 Cloud Applications require deep inspection.

Li]

System > 2 policies are using this profile.

!
B, Policy & Objects >
|H Security Profil MName default [View Application Signatures]

AntiVirus Comments | Monitor all applications. P

Weh Filter -

Categories

DMS Filter

. I @~ Business (147, £38) ® = CloudIT (41) * +  Collaberation (273, €10 @ Emall (79, C313)

T e e Game (82) v General Interest (222, $34) @+ Mobile (3) o Network.Service (320)

FortiClient Profiles &= P2P (69) = Proxy (128) = Remote Access (84) ® ~ Social Media (117, £331)

* v Storage.Backup (171, $317) @+ Update (49) ® = Video/twdio (160, 313 - VolP (27)

Proxy Options

v G - -
SSL/SSH Inspection Web.Client {21) @~ Unknawn Applications
Web Rating Overrides

Application Overrides
Web Profile Overrides

Custom Signatures *+ AddSignatures  # Edit Parameters | T Delete |
VPN 3 Application Signature Category Action
& User & Device N Mo matching entries found
N ! »
¥ WANOpt. & Cache Filter Overrides
# WiFi & Switch Controller ]
1l Log & Report y | | ¥ AddFilter & Edit @ Delete
€ Monitor > Filter Details Action

Mo matching entries found

Options
Allow and Log DNS Traffic L &)
Quic & Allow

Replacement Messages for HTTP-based Applications €O



[o6asbTe npoTokon Tor:

Add Signatures
O Select All | % Name: Tor [© Add Filter x| [ Cloud Selected: 1/2089
Name & ] Category = Technology Popularity = Risk ©
ERActive.Directory MNetwork.Service Network-Protocol 8 8 & fid
@Apple.Store General.Interest Client-Server Wiy
®sArctic.Torrent P2P Peer-to-Peer *dkiriy
© AsusWebStorage Storage.Backup Client-Server Yot drde vy
Browser-Based, Client-Server RITTT

& Backblaze_Restore

f Bacula_Restore

£ Barracuda_Restore

MBitTorrent

@ ChromeWebstore

@ CTorrent
DICOM_C.Store.Request

¥ Download.Accelerator.Plus

waESET.RemoteAdministrator

| ExtraTorrent

[@G3Torrent

MGoogle.Cloud.Platform_Datastore

M Google.Cloud.Platform_Storage

(HHP.DataProtector

(HHP.Storage.Mirroring
HTTP.Download.Accelerator

(7iTunes_Store

[ JKakaoStory

HMapleStory

[FIMicrosoft.Store
MotorolaTimbuktu

[@PPlive.Accelerator

fkRealtor.Com

¢6 School.Communicator

“1SQL.Navigator

& Tor

O Tor2web

Storage.Backup
Storage.Backup
Storage.Backup
pP2pP
General.Interest
P2pP
Network.Service
General.Interest
Business

pP2pP

P2pP

Cloud.IT
Cloud.IT
Storage.Backup
General.Interest
General.Interest
Video/Audio
Social.Media
Game
General.Interest
Remote.Access
Video/Audio
General.Interest
General.Interest
Business

Proxy

Proxy

€| < 1

Client-Server
Browser-Based
Peer-to-Peer
Browser-Based
Peer-to-Peer
Network-Protocol
Client-Server
Client-Server
Peer-to-Peer
Peer-to-Peer
Browser-Based
Browser-Based
Client-Server
Client-Server
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Client-Server
Client-Server
Peer-to-Peer
Browser-Based
Client-Server
Client-Server
Client-Server
Browser-Based

> » [Total:39]

Cancel
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Tenepb Tpaduk Tor 6nokupyeTcsa npodunem.




FortiGate 1500D  APT Lab_FGT Li- @~ >_ [ alakhani~
@ Dashboard » | Edit Application Sensor default o mi=E
M FortiView H
.'. Nebwark ) o %6 Cloud Applications require deep inspection.
£ System » 2 policies are using this profile. £
I Policy & Objects >
B SecurityProfiles Mame: default [View Application Signatures]
AntiVieus Comments | Monitor all applications. o T
Wb Filter )
Categories
DNS Filter
PR = @ = Business (147, £36) @+ Cloud.IT (41) #® = Collaboration (273, £ 10) @~ Email (79, $313)
Intrusion P Jon @+ Game (82) @ = General Interest (222, (3 6) = Maobile (3) &+ Metwork.Service (320)
T @~ P2P (69) ® > Proxy (128) ® v Remote.Access (84) ® ~ |Social Media (117, £331)
Proy Options * Storage.Backup (171, £317) ® v Update (49) ® v Video/Audio (160, £ 13) ® > VolP (27)
SSL/SSH Inspection ® = WebClient (21) @ = Unknown Applications
Web Rating Overrides T
Woeb Profile Overrides
Custom Signatures + AddSignatures ¢ Edit Parameters @ Delete
VPN 3 Application Signature Category Action
& User & Device » & Tor Proxy @ Block =
% WAN Opt. & Cache >
© WiFi&SwitchController > | T heY Overrides
|l Log & Report > + AddFilter & Edit T Delete
€ Monitor H Filter Details Action
Mo matching entries found
Options
Allow and Log DNS Traffic [ &
quic & LUV Block
Replacement Messages for HTTP-based Applications @O

Ybeauntecb, 4TO I'IpOC*)I/IJ'Ib MCMNOoJb3yeTCd B pefieBaHTHbIX NpaBusiax KOHTPOIA gocTyna.

Bxogawmnn TOR

HecmoTpsi Ha TO YTO 3TO He 0bsi3aTeNbHO, TaKKe MOXET ObITb NPEANPUHATO BOKMpoOBaHME
Tpaduka, ncxogsuiero n3 cetn TOR. Bxogswun Tpadumk n3 cetn TOR He oTnuyaeTcst OT 00bIYHOrO
WHTepHeT Tpacdumka. Tem He MeHee, Tpadmk ncxoamT oT "BHeLwHMX" yanoB TOR - exit nodes. Cnncok
N3BECTHbIX exit nodes coaepxnTcs n nogaepxmeaetcsa B 6ase Fortinet Internet Service Database.
OTOT CNUCOK MOXET BbITb UCMOSL30BaH B NpaBuiie KOHTPONs A0CTyna.



I.: FortiGate 1500D APT Lab FGT

& Dashboard > pEdt) @ Delete |Qusearch
i FortiView » T Name T Protocol Number T Port T
+ Network y [ - )

& salesforce-FTP(S)

TCP

21,990

 System & Salesforce-IMAP(S) TCcp 143,993
B, Policy & Objects & Salesforce-NetBIOS Name Service upP 137
1Pv4 Policy & Salesforce-NetBIOS Session Service TcP 139,445
IPv4 Access Control List & Salesforce-POP3(S) TCP 110,995
1Pvé Dos Policy & salesforce-SMTP(S) TCcp 25,465,587,2525

& Salesforce-Web
Addrasses Salesforce-Wel

it D e - Symantec-DNS
nternet Service Database
& Symantec-FTP(S)

Services & Symantec-LDAP(S)

TCP
upP
TCP
TCP

80,443
53
21,990
389,636

Schedules & Symantec-NetBIOS.Name Service upp 137
Virtual IPs & Symantec-NTP upp 123
1P Pools & Symantec-Others upp 500

& Symantec-SMTP(S)

& Symantec-S5H

& Symantec-Web

& Teamviewer-DNS

& Teamviewer-NetBIOS Name Service
& Teamviewer-55H

Traffic Shapers
Traffic Shaping Policy
& Security Profiles
L vPN
& User & Device
& WAN Opt. & Cache
F WIFi & Switch Controller

& Teamviewer-Web

& Tencent-DNS

& Tencent-IMAP(S)

& Tencent-MetBIOS Name Service
& Tencent-NetBIOS Session Service
& Tencent-POP3(S)

& Tencent-SMTP(S)

& Tencent-55H

& Tencent-Web

& Tor-Relay.Node

& TrendMicro-DNS

I Log & Report
@ Monitor

oW W W W v w

Tce
Tcp
Tcp
uDP
upP
TcP
TCce
upP
e
upP
(4
Tce
TP
TcP
Tce
TCcP
upP

25,465,587,2525
22

80443

53

137

22

80443

53

143993

137

139,445

110,995
254655872525
22

B0.443
9,12,20,21,22,23,24,25, ...
53

Ecnu BpepoHocHomy MO paspelueH ceTeBON JOCTYN, OHO TaKKe NoMbITaeTCs YCTaHOBUTbL CBA3b C
HECKOMbKMMM IOMEHaMK C NIoxon penyTtaunen. Beb-unbTp FortiGuard onpegenseT 3T JOMEHbI
Kak BpeoHOCHbIe (malicious) 1, Nnpu KOPPEKTHOW HAacTPOWKe, [OIMKEeH 6NOKMpPOBaTh KOMMYHUKALIMIO
C 3TVMW AOMEHaMM B paMKax npaBuil KOHTPONs AocTyna.

Kill Switch

BpenoHocHoe MO ocTaHaBnuBaeT CBOK aKTUBHOCTb, €CNnv YAAéTCH YCTaHOBUTb CBA3b C JOMEHOM
“www][.Jiugerfsodp9ifjaposdfjhgosurijfaewrwergweal.Jcom”. I3HayanbHO B MOMEHT BbISIBNIEHUS 3TOT
OOMEH He Obin 3aperncTpupoBaH, Tenepb OH 3aperMcTprpoBaH nccnegosartenem B obnactu Vb ns
BenukobputaHuu.

MpumeyaHue: OpeaHu3sayusiM UCronbL3YUWUM NPOKCU criedyem yyecms, 4mo epedoHocHoe 10
8binonHsaem obpaweHue Hanpsamyro. CnedosamersibHo, 8 cpede ¢ rnpokcu, epedoHocHoe 1O moxem
He UMemb 803MOXHOCMU yCmMaHO8UMb C8513b C yKa3aHHbIM OOMEHOM, U criedogamersibHO, He
ocmaHo8um 8pedOHOCHYH aKmuUu8HOCMb.

YTo6ebI kill switch cpabotan, y BpegoHocHoro NO gomkHa 6bITb BO3MOXHOCTb YCTaHOBUTL
coeaunHeHne ¢ gomeHoM Kill switch. B uHtepecax octaHoBku BpeaoHocHoro 10O, Fortinet He
kaTeropuayeT gomeH Kill switch kak malicious (4ToObl NpegoTBpaTUTL ero 6noknMpoBky). Crnenyet
3amMeTuTb, YTO 14 Mas nosiBunacb MHpopmauusa o HoBon Bepcumn BpegoHocHoro MO, He
ncnone3aytowen kill switch - noatomy aty mepy He CTOUT cuMTaTh NaHaLeen.

Mo cytw, kill switch cnegyeT cuntaTh BpeMeHHON 1 6onee He AENCTBYHOLLEN MEPOMN, T.K.
pacnpocTtpaHeHue BpegoHocHoro N0 npogomkaeTcs, 1 B HOBbIX 0bpasLax nMbo ncnonb3yTcs
apyrne DNS-umena kill switch, nn6o Kill switch otcytcTByerT.



Mepbl 3awnTthl Fortinet, goCTyrnHbIE HA MOMEHT
MHUMOEHTA.

JlTabopaTtopus FortiGuard aktuBHO paboTaeT ¢ napTHepamu no Cyber Threat Alliance B pamkax
obmeHa nHgopmaumeii threat intelligence n reHepaLummn akTyanbHbIX OOHOBMNEHWIA MEP 3aLLUUTHI.

Fortinet npenoctaenseT age IPS curHatypbl, NPUMEHEHMEe KOTOPbIX NO3BOMSIET BbISBUTb U
3abnokmpoBaTb Wannacry 1 ero BapuaHTbl. JTO - CriefyroLme CUrHaTypbil:

MS.SMB.Server.SMB1.Trans2.Secondary.Handling.Code.Execution
(nobaeneHa 14 mapta 2017, obHoBneHa 10 maa 2017)
Backdoor.Double.Pulsar

(mnobaeneHa 27 deBpans, obHoBneHa 1 mas 2017)

AHTUBUPYC

AHTVBUMPYC Fortinet coaepXmMT KOMMNMEKCHbIE CUTHATYpPbl U MOAENM NOBEAEHUS, NO3BOMSAOLLIME
BbISIBUTb 1 3a6NOKMPOBaTh CyLLECTBYIOLIME U HOBble 06pa3Lbl BpegoHocHoro [M0.

370 - cregyoLLme cUrHaTypbl:
W32/Agent. AAPW!tr
W32/CVE_2017_0147.Altr
W32/Farfli. ATVE!tr.bdr
W32/Filecoder_WannaCryptor.B!tr
W32/Filecoder_WannaCryptor.D!tr
W32/Gen.DKT!tr

W32/Gen.DLG!tr
W32/GenKryptik.1C25!tr
W32/Generic.AC.3EF991!tr
W32/Scatter.B!tr

W32/Wanna.Altr

W32/Wanna.D!tr
W32/WannaCryptor.Bltr
W32/WannaCryptor.D!tr

W32/Zapchast.D!tr


http://www.fortiguard.com/encyclopedia/ips/43796/ms-smb-server-smb1-trans2-secondary-handling-code-execution
http://www.fortiguard.com/encyclopedia/ips/43963/backdoor-doublepulsar

/ [ High Security Alert!

x W

R0 3 ) Bl

“— C | @ 10.8.7.77MCRY madhle bin

High Security Alert!!

You are not permitted to download the file "badfile bin® because it is
Infected with the virus "W32MWannaCryptor DI,

URL: hitp#110.8.7 77MWCRY/Dadfile bin

File quarantined as: [disabied]

http fhwwiw fortinet comive =wW32% 2FWannaCryptor D% 214

ClientIP: 10.8.8.70
ServerIP- 108777
Username:

Group name:

Cnepayet y6eanTbes, 4To Ha FortiGate BkntoyeHa pacluvpeHHas 6asa curHaTyp aHTuBupyca
(HacTpolika no ymonyaHuto). [1ns aToro B UHTEpderice ynpaBneHus FortiGate TpebyeTca nepenTn B
MeHto system -> FortiGuard n BeiGpaTh "enable extended AV and Extended IPS" He cnegyet
BOITHOBATLCS MO 3TOM NpUYMHe. Ha GonblLuein YacTn YyCTPONCTB 3TO - HACTPOKKa MO YMOMYaHUIo.

£ System v
Administrators
Admin Profiles
Firmware
Settings
HA
SNMP
Replacement Messages
Security Fabric
Advanced

Feature Select

Certificates
IR Policy & Objects >
& Security Profiles >
L VPN >
& User & Device b

& \AIAN Oint £ Cacha 5

AV Engine @ Version 5.00239

Botnet IPs @® Version 300377

Botnet Domains @ Version 1.00730
Mobile Malware A Not Licensed

Mobile Malware Definitions | ® Version 33.00126

Web Filtering A Expires Soon - expires on 2017/05/26

FortiClient @ FreeLicense

© Add Contract

AntiVirus & IPS Updates

Accept push updates € »
Scheduled Updates [ @]
Improve IPS quality € »

Use extended IPS signature package @
< Update AV & IPS Definitions

Ever

1/10



Ecnun BpegoHocHomy MO paspelueH 3anyck, OHO 3anycTuUT koMaHgy icacls . /grant Everyone:F /T /C
/Q , NpefoCTaBnAOLLYIO NOSHbIA AOCTYN KO BCceM dannam v nankam Ha lNK. JononHuTensHo,
BpenoHocHoe MO ynanset TeHeBble konun Windows, oTknoyaeT yHKLMIO BOCCTAHOBNEHUS NPy
3anycke v ouniaeT nctoputo Windows Server Backup.

lMocne Yero 3anyckaeTcsa 1 NpUcTynaeT k paboTelwmdpoBanbLymk. [locne BbINOMHEHWS
LWMdPOBaAHUS, NONBL30BATENM NOSYy4aOT COObLLIEHNE, MOXOXKEE HA YKAa3aHHOE Ha CKPUHLLIOTE HUXKE.

* Wanna Decryptor 1.0

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have heen encrypted. Mayhbe you are busy looking for a
: way 10 recover your files, but do not waste your ime. Nobody can recover your
Payment will be raised on = files without our decryption serice
S5/15/2017 16:25:02

Can | Recover My Files?

Time Left

Sure We guarantee that you can recover all your files safely and easily. (But you _
have not so enough time. )
You can try to decrypt some of your files for free. Try now by clicking <Decrypt>

Yourfiics will be ioit on If you want to decrypt all your files, you need to pay.

5/19/2017 16:25:02 You only have 3 days fo submit the paymenl. Affer that the price will be doubied

Also, if vou don't pay in 7 davs, you wonT be able fo recover your files forever.
Time Left

How Do | Pay?

Send $300 worth of bitcoin to this address:

sbowt brcon

152G qZCTeys6eCjDKE3DypCjXiEQWRVEV1
o bu bicoins

Contact Us

BpenoHocHoe MO Takke octaBnseT cdann !Please Read Mel.txt ¢ gononHUTENBHBIMK
NMHCTPYKUMaMU. Mt dhanna MOXeT pasnnyaTtbCsa B pasHbix obpasuax BpegoHocHoro [10.



P iPlease Read Mel.txt - Notepad - 10| x|

File Edit Format Yiew Help
Q: what's wrong with my files? -

Ar Ooops, your dimportant files are encrypted. It means wyou will not he
able to access them anymore until they are decrypted.

1f wou follow our instructions we guarantee that you can decrypt all
vour files quickly and safaly!

Let's start decrypting!

Q: what do I dao?
A First, you need to pay service fees for the decryption.

Please send $300 worth of bitcoin to this bitcoin address:
152GqZCTCys6aC Dk E3DypC =i GOwRvEVL

Mext, please find the decrypt software on your desktop, an executahle
file named "!wannabecryptor!.exe".

If it does not exsit, download the software from the address below.
(vou may need to disable your antivirus for a while.)

rar password: wcryl23

run and follow the instructions!

[

BbicTpbI 1 nerkuii 3apaboTok, obecnevrBaemMbli ONNaTomn Bbikyna 3a paclumdpoBky annos,
No3BONSAET NOHATb, NOYeMy 3TOT BUA BpeaoHocHoro MO ctonk pacnpocTtpaHéH. CKomnbKo
nonb3oBaTenen yxxe 3annatmnm Boikyn? CnoxHo ckasaTb, T.K. pasnnyHble BapMaHTbl BPEAOHOCHOMO
MO ncnonb3yloT pasHble Kollenbku Bitcoin Ans ckpbITUA TpaH3aKLMIN U NOCTOSAHHO NepemMeLlatT
cpencTBa MeXOy 3TMMU KOoLLeSbKaMMU.

[Mocne 3apaxkeHuns, KepTBbl MOTYT MOMNbITATbCS BOCCTAHOBUTL (halsibl U3 pe3epBHbIX KOMUIN UIn
OpyrumMu metogamu (B HacTosiLLiee BPEMS akTUBHO BEAETCS MOWCK METOAOB pacLuMdpoBkn), Nnbo
3annaTuTb BbIKyM. H/Xe npeacTaBneHo HECKOSbKO CChINTOK, MO3BOMSIOLLMX MOHATbL, CKObKO
CPELCTB yXXe NepeyncrneHo B Ka4ecTBe Bblkyna. Ha MOMEHT HanmcaHusa ctatbn, cTouMocTb 1 Bitcoin
akBmBaneHTHa $1,784.90 USD.

12t9YDPgwueZ9NyMgw519p7AA8isjréSMw
Bcero nonyyeHo: 9.41458497 BTC

115p7UMMngojlpMvkpHijcRAfINXj6LrLn
Bcero nonyyeHo: 5.17934856 BTC

13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94
Bcero nonyyeHo: 7.1629281 BTC



https://blockchain.info/address/12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
https://blockchain.info/address/115p7UMMngoj1pMvkpHijcRdfJNXj6LrLn
https://blockchain.info/address/13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

152GgZCTcys6eCjDKE3DyYpCiXi6QWRV6EV1
Bcero nonyyeHo: 1.09469717 BTC

OT0 - BCETO NULLb HECKONbKO KOLLENbKOB, OTHOCALLMXCA K Wannacry, Ha MOMEHT HanucaHusi ctaTby
B HUX NepeyncneHo bonee $38, 833.82 USD.

BeissrneHne spegoHocHoro MO

dabpuka besonacHocTn Fortinet MOXeT CyLLLeCTBEHHO 0BNErYnTL BbiSiBIEHME 1 BOKMpOBaHne
3TOro W Opyrnx BapmaHToB BpegoHocHoro 10, a Takke NoHATb, Ha Kakux MK dyHKUunoHMpyeT
Wannacry.
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MHﬂMKaTOpr KoOMnpomeTauunn:

3admkcupoBaHHble IP-agpeca ueHTpoB ynpaBnenus (C&C):
188[.]166[.]23[.]127:443
193[.]23[.]244[.]244:443
2[.]13[.]169[.]209:9001
146[.]0[.]32[.]144:9001
50[.]7[.]161[.]218:9001
217.79.179[.]177
128.31.0[.]39
213.61.66[.]116
212.47.232[.]237
81.30.158[.]223
79.172.193[.]32


https://blockchain.info/address/15zGqZCTcys6eCjDkE3DypCjXi6QWRV6V1

89.45.235[.]21
38.229.72[.]16
188.138.33[.]220

3admkcupoBaHHble xel-cyMMbl o6pasuoB (SHA-256):

0a73291ab5607aef7db23863cf8e72f55bcb3c273bb47f00edf011515aeb5894
2ca2d550e603d74dedda03156023135b38da3630cb014e3d00b1263358c5£00d
4a468603fdcb7a2eb5770705898cf9ef37aadeb532a7964642ecd705a74794b79
b9c5d4339809e0ad9a00d4d3dd2e6fdf44a32819%a54abf846bb9b560d81391c25
edOlebfbc9ebbbbeab45ar4d01bf5f1071661840480439c6eb5babe8e080e4laa
£f7¢7b5e4b051ea5bd0017803f40arl13bed224c4b0fd60b890b6784df5bd63494
593bbcc8f34047da9960b8456094c0eafé69caafl6rfl1626b813484207df8bd8arf
S5ad4efd90dcde01d26cc6f32f7ce3celb4d4951d4b94al9aal97341larfl2acaec
5d26835be2cf4f08f2beeff301c06d05035d0a9ecl3afacc71dff22813595¢c0b9
6bf1839%a7e72a92a2bbl8fbedf1873e4892b00eadbl22e48ae80fac5048dbla’
7108d6793a003695ee8107401cfbl7af305fa82ffecléb7a5db45f15e5c9el2d
76a3666ce9119295104bb69ee7af3f2845d23f40bad48ace7987f79b06312bbdf
78e3f87f31688355c0r398317b2d87d803bd87ee3656c5a7¢c80f0561ec8606df
7c465ea’bcccf4f94147add808f24629644bellc0bad4823f16e8c19e0090f0ff
7€369022da51937781b3efeb6c57f824f05cf43chbd66b4al4367a19488d2939¢e4
9b60c622546dc45cca64df935b71c26dcf4886d6fa811944dbc4e23db9335640
9cc32c94ce7dc6e48f86704625b6cdc0fdald2cd7ad769e4d0bbl1776903e5al13
9fb39f162cleleb55rfbf38e670d5e329d84542d3dfcdc341a99f5d07¢c4b50977
a3900daf137c81cal37a4bf10e9857526d3978be085be265393f98cb075795740
aee20f9188a5c3954623583ceb0e6623ec90d5cd3fdec4el001646e27664002¢
b3c39aebl14425f137b5bd0fd7654f1d6a45c0e8518ef7e209ad63d8dc6d0bac7
b47e281bfbeeb0758f8c625bed5c5a0d27ee8e0065ceeadd76b0010d22620610
b66dbl3dl7ae8bcar586180e3dcdle2e0al84bb6bc987ac829bbff18c3be7f8b4
b9c5d4339809e0ad9a00d4d3dd26rdf44a32819a54abf846bb9b560d81391c25
be22645c61949ad6a077373a7d6cd85e3fae44315632f161adc4c99d5a8e6844
c365ddaa345cfcaff3d629505572a484cff5221933d68e4a52130b8bb7badarf9
caz29deldc8817868c93e54b09f557fel4e40083c0955294df5bd91f52ba469¢c8
d8a9879a99%ac7bl2e63eb6bcae7rf965fbf1b63d892a8649abldéeb08ce711£7127
dff26a9a44baal3cel09b8df4lae0al301d9e4a228ad’7bd7721bbb7ccdl37bfd696
el4f1a655d54254d06d51cd23a2fab57b6ffdf371cf6b828ee483blbld6d21079
e8450dd61908b23c9cbd6011fe3d940b24c0420a208d6924e2d920f92c894a96
edO0lebfbc9ebb5bbeab45ar4d01bf5f1071661840480439c6e5babe8e080e4laa
eeb9cdbalcdb3949b2ff3134a77d6736b35977f951b9c7¢c911483b5caeblclfb
£f7¢7b5e4b051ea5bd0017803f40arl1l3bed224c4b0fd60b890b6784df5bd63494



