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UHTerpauma 6e3onacHOCTU BO BCe aCNeKThbl
LU pOBbLIX TEXHONOINMN, NpMBoasLLan K
NnosiBNIEHUIO :
KoTopas obecne4vynBaeTt
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Fortinet
Security
Fabric

KomnnekcHasa

BUAMMOCTb BCEW NMOBEPXHOCTU aTakun
AOJ14 JnydLlero yripasriieHnAa puckamu

UHTerpupoBaHHOe

pelleHne, ynpoLlaLlee noaaepxky
HECKOMbKMX TOYEYHbIX NMPOAYKTOB

ABTOMaTU3NPOBaHHLIE

paboume npoueccsl,
yBENMYMBalLLMe CKOPOCTb
yrnpaBneHns n pearnpoBaHns
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FortiGate Cloud

» FortiGate Mgmt., Log
Analysis and Retention

» Bulk Provisioning
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Fortinet Security Fabric — ocHoBa L poBbIX UHHOBaLKA
3alumTa Kaxkgoro arnemMeHTa MHQPacTpyKTypbl

Zero-trust
Network Access

NaoeHTndpukaumnsa n obecneveHne
©e3onacHoCTM nonb3oBaTenemn
N YCTPONCTB BHYTPW U BOBHE CETU

F RTINET

Security-driven
Networking

ObecnevyeHne ceTeBomn
©e3onacHocTn
6e3 yuwepba npon3BoanUTENBHOCTH

Dynamic Cloud
Security

Al-driven Security
Operations

N7

be3onacHOCTb U KOHTPOSb
o6navyHon MHPPACTPYKTYPbI
N NPUNOXEHUN

ABTOMaTMYeCKOoe OOHapyxeHue,
npenoTBpalLleHue,
N pearnpoBaHue Ha knbepyrposbi
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Security Fabric Products J O & ®»

Appliance irtu itv-as-
[lOCTYNHbI pasnuyHble MOAENN pa3BepPTbIBAHUA Machine U0 Securitas- Software
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FortiNAC ‘ FortiAP

‘ FortiGate ‘ FortiGate VM ‘ ‘ FortiClient ‘ FortiAnalyzer ‘ FortiManager ‘

FortiWeb
FortiClient FortiSwitch FortiCWP FortiMail FortiEDR FortiSIEM FortiGate Cloud
Fabric Agent ortiSwitc orti orti
FortiAuthenticator FortiCASB FortiSandbox FortiCloud
'I
HE
AY
FortiADC FortiSOAR
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. FortiGuard Services
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CeTteBass 0e30nacHOCTb

Next-generation Firewall

YnpaBneHne Bcemun puckamy 6e30nacHOCTU U
rmnepmacLlutabnpyemas saumTa

SD-WAN

o S
Yny4lieHHoe B3auMOOeuUCTBME NONb30BaTeNaA U, aian

MPUINOXEeHUA NGFW
SD-WAN

Secure Web Gateway
bBrnioknposaHue yrpos
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MoaenbHbIn paa Fortinet Network Security Appliance

Hgy Up to 110Gbps SSL Inspection =<:) Up to 100Gbps Threat Protection
L -
10 - 200G+ FortiGate 01 - Unlimited
10 - 100G FortiGate 7000
5-20G FortiGate 6000
1-5G FortiGate 1000-3000
<1G FortiGate 100-900

FortiGate 30-90

E:E CPU Processor

Hardware
N X % N X -.w N X -.mw p
DP 3 DP 3
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CeTeBasi 0e30MacHOCTDL:
NGFW

cTOUHNKN KnbepaTak MOryT HaXOAUTLCS Kak BO BHELLHEN,
Tak 1 BO BHyTpeHHen ceTu. OHM MOryT HapyLwuTb paboTy
BGusHec-cnyx0. YnpasneHue puckamum 6e30nacHocTu ¢
GONbLUNM OXBATOM U Ha BbICOKOW NMPON3BOANTENBHOCTU
Heob6xoanMbl ANst HenpepbIBHOCTU BU3Heca.

NN 1~
N BB B
m’a% %
NGFW
FortiGate NGFW Segmentation

* YnpasrieHne BHELWHUMU U BHYTPEHHUMUN pUCKaMU
* YganeHue «crenbiX» 30H C MOMOLLbIO nMpoBepkn SSL
« 3awwuta runepmMacLutabnpyemomn MHPPaCcTPyKTypb!
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CeTeBasi 0e30MacHOCTDL:

= | |

Segmentation FortiGate NGFW

Internet aharris-doc

Branch_Office_01
(Fabric Root)

D

Enterprise_Second_Floor

YCTPOMNCTBO obecneumBaet
BO3MOXXHOCTWN MEXCETEBOIrO 3KpaHa
HOBOIO MOKONEHUsI ANA cpeaHnX u

®
KPYMNHbIX NPeanpuaTUin C BO3MOXHOCTbHIO E (- al« I
nterprise_First_Floor P
rmbkoro pa3BepTbiBaHNA B KaMIllyCce Uin — K & ¢
Ha dunmane npeanpmaTma. 3awnTnTe ,

FortiMail
NHAPACTPYKTYPY OT KNBGEepyrpos c
NOMOLLIbIO NpoLleccopa 6e3onacHoCTy,
obecneymBaoLLEero BbICOKYHO

NPON3BOOUTENBHOCTL, 3PPEKTUBHOCTL Sf_f'%;ftybf‘gbf‘“ 2 .9
B6e3onacHOCTU 1 rMyOOKY0 BUANMOCTL. |- -
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CeTeBas 0e30MnacHOCTb.
SD-WAN

BbICcTpo yBenuumBatoweeca notTpedbneHne nonocsol
NponycKkaHusl N BHeAPEHUE 0BnadHbIX TEXHONOMMIM NPUBOAAT
K yXyOLEeHM0 B3aMMOLAENCTBUA C NONb3oBaTeNeM U
yBenundeHuto 3atpat Ha WAN. KomnaHuam Heobxogmmo
YAPOCTUTb onepauuun, CHU3NTb 3aTpaTbl N obecnevnTb
B6esonacHbIn nepexon B «0bnakoy.

(1520
. O |
SD-WAN
FortiGate SD-WAN

*  CHmxeHue ctonmoctn WAN
* YnydweHne paboTbl C NPUOXKEHUSIMU
» [loopepxka nepexona B «obnako»
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YTO 3HauuT C TOUYKU 3peHud Fortinet?

O Itis not a product. O Whatever WAN-Interface type.
It is included into FortiOS. WAN Path Control
Real-time SLA.

Quality parameters like jitter or latency.

It's a feature which allows FortiGate to use the best paths in order to reach an
application applying overlay networking and NGFW security.

Traffic shaping w/ queues ©
Guarantee, maximum, %

O SPU accelerated O Based on FortiGate
VPN tunnels NGFW Features and
O Application awareness SSL Inspection
Internet DB
Service
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Multi-Path Intelligence

Tube

BRANCH &

Application-Level
Transaction

Latency < 200ms
Latency < 100ms
AND
Packet Loss < 1%
AND
Jitter < 30ms
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Internet
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Internet

Multiple
Measurement
Techniques

Ping
HTTP
TCP Echo

UDP Echo
TWAMP

FortiGate

HEADQUARTER

FORTINET

FortiGate 61E v6.0.4 GA Build 0231
SOFTWARE-DEFINED WIDE AREA NETWORK

RECOMMENDED

Failover
Parameters

a Check Interval
a Failure before inactive

a Success before restore
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FortiGate C BCTPOEHHbIM

SD-WAN TpebyeT npsamoro goctyna B MHTEpHET, 4YTo TpebyeT 6onbluen 6e3onacHOCTU B Kaxgom cunnane.

90% nocTtaswukoB SD-WAN npegnaratoT Tofibko 6paHamayapbl C OTCNEXUBaHNEM COCTOSIHUA, YTO HEQOCTATO4YHO.

0 — «C»

e

nol

SD-WAN Traffic App Intrusion Antivirus URL Sandboxing SSL Inspection
Control Prevention Filtering

Shaping

MacLutabmpyeMocTb 1 NpocToTa pasBepTbiBaHNS

Eecnpeu,e,u,eHTHaﬂ UHTErpaund n BMauMocCTb

© Fortinet Inc. All Rights Reserved.
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NSS Labs Kapta acdhchekTuBHOCTI

5.0

) FzRATINET
PesynkTaThl FortiGate SD-WAN o el

Maximum Achievable in Test
4,53

v' Brtopon B pentuHre SD-WAN
cpean 8 BeHaopos ($3.5)

v’ Zero Touch Deployment
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FortiGate 61E v6.0.4 GA Build 0231

SOFTWARE-DEFINED WIDE AREA NETWORK

RECOMMENDED

0.0
$40 50

TCO per Mbps

JUNE 2019
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CeTeBasi 6e30nNacHOCTb.
Secure Web Gateway (SWG)

BpenoHocHble URL-agpeca aBnarTCa UICTOYHUKOM Yrpoa3,
KOTOpblE€ MOTYT NPUBECTU K 3apakeHNo BPEAOHOCHbLIMU
nporpaMmmamm n Kpaxke gaHHbix. C 6onee yem 70%
3awmpoBaHHOro Tpaduka B CeTn ocTaeTcsa bonbLue
«cnenbix» 30H. [Anga 3awmuTbl OT pacTyLNX MHTEPHET-YIPo3 B
NGFW BctpoeHa Beb-dpunsrpaums.

mo)
NGFW
FortiGate SWG

« 3awwuTa nonb3oBatenemn ot BpeaoHocHbIXx URL
* YganeHue «crenbiX» 30H C MOMOLLbIO nMpoBepkn SSL
*  YMeHblUEeHNE pa3HOObpa3nda NPoayKTOB U UX CITOXHOCTU
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CeTeBasi 0e30MacHOCTDL:

3awmTnuTe CBOK OpraHu3auuto, 3abnokMpoBaB AOCTYN K
BPEOOHOCHbIM, B3NIOMaHHbIM WX HenpuemnembiM Beb6-
canTam c nomoulbto FortiGuard Web Filtering.

Beb-punsrpaunsa — ato nepsasi NMIMHUA 3aLLNTbI OT CETEBbIX
aTak.

BpenoHocHble wnu  B3noMaHHble Beb-CcanlTbl, OCHOBHOW
BEKTOP AONd WHAUMWPOBAHUA aTak, 3anyckalrT 3arpysky
BPEL4OHOCHbIX nporpamMmm, wnunoHckoro MO wmnn onacHoro
KOHTEHTA.

FortiGate Web Filtering - eguHcTBeHHast cnyxba Beb-
dounsTpaumm B oTpacnu, kotopasa ceptudmuymposaHa VBWeb
Ha NpeaMeT adphekTMBHOCTM Be3onacHocTu Virus Bulletin.

bbino 3abroknpoBaHoO 97, 7% NPAMbIX 3arpysok
BPEL4OHOCHbIX nporpamm n OCTaHOBINEHO 83,5%
BPE€OOHOCHbIX Mporpamm, HanpaBneHHbIX C MOMOLLbIO BCeEX
METOO4OB, MNPOTECTUPOBAHHbLIX B paMKax TeCTUpPOBaHUA
6esonacHoctn VBWeb Virus Bulletin.

Cnyxba BebG-punbTpauum [oCcTynHa C  UCMONb30BaAHUEM
NGFW FortiGate, 4to no3sonser Bam nerko BUAOETb W
KOHTpONupoBaTb, Kakue Beb-canTbl nocewarT Bawwm

Nonb30BaTesu.
F RTINET

275 FortiGate

@ Dashboard

¥k Security Fabric

s FortiView

4 Network
=_= FortiGate

& Dashboard

XA Security Fabric

I FortiView

4 Network

£ System

B Policy & Objects

& Security Profiles
AntiVirus
Web Filter
DNS Filter
Application Control
Intrusion Prevention
FortiClient Compliance
SSL/SSH Inspection
Web Rating Overrides
Web Profile Overrides
Custom Signatures

L VPN

& User & Device

= WIFi & Switch Controller

Ll Log & Report

& Monitor

> ‘ admin ~

Edit Web Filter Profile default o m E
@) FortiGuard category based filter

Show| O All
£2- @ Local Categories
£-© Potentially Liable

T @ LA~ ‘adrﬁinv

Edit DNS Filter Profile default v| © m E

Name
Comments Default dns filtering.

Block DNS requests to known botnet C&C
@ 53781 domains in botnet package.

Enforce 'Safe search' on Google, Bing, YouTube (B

@ FortiGuard category based filter

Show O All

O Potentially Liable

- ® Adult/Mature Content

- @ Bandwidth Consuming

@ Security Risk

-@ General Interest - Personal
-@ General Interest - Business
@ Unrated

Static Domain Filter

Domain Filter (B
External IP Block Lists (I

Options

Allow DNS requests when arating error occurs @
Log all DNS queries and responses (e ]
Redirect blocked DNS requests [ @]
Redirect Portal IP

VERIFIED

VBWeb certified for security effectiveness by Virus Bulletin

© Fortinet Inc. All Rights Reserved.



Fortinet 2020

FortiManager Cloud 2

1. 24x7 plus Advanced Senvices Ticket Handling 2. Available when running ForiOS 6.2

FortiAnalyzer Cloud 2

SD-WAN Overlay Controller VPN Service 2

SD-WAN Cloud Assisted Monitoring 2

FortiConverter Service

FortiCASB SaaS-only Service

FortiGuard Industrial Service

FortiGuard Security Rating Service

FortiGuard Anti-Spam Service

v
v
v
v
4
4
4
v
v
v

FortiGuard Web Filtering Service

FortiGuard Advanced Malware Protection (AMP) - Antivirus, Mobile
Malware, Botnet, CDR, Virus Outbreak Protection and FortiSandbox
Cloud Service

FortiGuard IPS Service v

FortiGuard App Control Service v

FortiCare (incl. Internet Service DB, Client ID DB, IP Geography DB,

Malicious URL DB, URL Whitelist DB) e

Threat Enterprise

Bundles Protection Protection

F RTINET ©| ‘ortinet Inc. All Rights Rest 'ved.




Security Rating Service

FortiGuard
: MYYLUME MUPOBbIE NPAKTUKU MO UHOYCTPUU Threat
Intelligence

* KOJ'IJ'IeKLI,I/IFI JTYHLWKNX NpPakTuk ot
3aKa341KOB
* [lpmuepsl
BesonacHocTb naponen
[Toporu cpabatbiBaHMSA MOMNbITOK BXO4a
INormpoeaHuve Ha FortiAnalyzer
Acnonb3oBaHme 2-xX qoakTopHOM ayTEHTUdMKaLMN

Cuctema CPpaBHUBAETCA Ha COOTBETCTBUE
BCEM JYHLUNM MNPaKTNKam

[MpuopuTtesnpyet HangeHHoe No YPOBHIO
Ba)XHOCTWN OT KPUTUYECKOU OO0 HU3KOU
[ocTynHbl ObICTPLIE NPECceTLI And
ncrnpaeneHnsd

354 Passed 25 Low 65 Medium 31 High 22 Critical
F RTINET © Fortinet Inc. All Rights Reserved.
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PenTnHr 6e3onacHOCTU NO3BONSAET NPOBOAUTDL
CpaBHUTENbHbLIN aHanNu3

E:E FortiGate VM64 Level2-downstream-D > 1 @O 4~ ‘ admin ~
@ Da > Security Rating
A Security Fabric Security Control Re everity of Fai ity C Device Types
- Physical Topology : = O FortiGa
CpaBHUTENbHbIN aHanMs3 no o T il |
PENTUHry 6e30nacHOCTU P— I nmet Des..
Automation SMB 1-256 endpoints
CpaBHeHI/Ie C aHaJ10r'M4YHbIMA : O
_ I
OpraHM3aLl|MﬂMM no pa3Mepy N Fabric Connectors

s FortiView

MHAYCTPUM B MPOLIGHTIMAX o B woi: | & coor

Devices Result Security Control Details

rlpeﬂ,CTaBJ'leH Me I'paCbl/I Ka TpeHﬂ,OB R . : - > 3 . . a Security Control to see

[TyTem nonyyYeHns NCTopn4ECKmX
OaHHbIX 13 FortiAnalyzer

= Level2-downstream-D
Wil Log & Report

@& Monitor

= Level2-downstream-D
on traffic

= Level2-downstream-D

F  RTINET © Fortinet Inc. All Rights Reserved.



ABTOMaTM3aLuA NpoLieccoB

System Threat User & Device External
Events Alerts Status Inputs

Adjust
TRIGGERS AUTOMATED ACTIONS

Notification Reports Quarantine

Configuration

RESPONSE

* ABTOMaTM3npoBaHHble onepauun (stitches) ncnonb3yroT Tpurrepsbl
Onsa BbINOMTHEHUSA OEUCTBUN
» Jlerko cosgaroTca ¢ NnoMoLLbio rpadonyeckmx NOMoLLHMKOB (wizard)
» PaboTaloT ¢ KoMnoHeHTamMu BHYTpu Security Fabric

F  RTINET © Fortinet Inc. All Rights Reserved.



ABTOMaTM3aLUuA NpoLieccoB

* ABTOMaTU3NpPOBaHHbIE
onepauwun (stitches)
MCMONb3YIOT TPUrrepbl Ang
BbINONTHEHUSA OEUCTBUWN:

» Jlerko co3gatoTcs ¢ MOMOLLbIO
rpadouyeckmnx noMOLLHUKOB
(wizard)

» PaboTtaloT ¢ KOMMNOHEHTaAMU

BHYTpU Security Fabric
F RTINET

Mame Compromised-|P-Banned
Status [+ R ELIEN @ Disabled

FortiGate | [ All FortiGates
+

Trigger

C1016I0I0I0ICIO

Compromised Event Log Reboot Conserve High CPU  License Expiry HAFailover Configuration
Host Maode Change

|OC level threshold Medium

Action

@H@O@®E @@

Email FortiExplorer Accesslayer Quarantine |P Ban AWSLambda  Webhook
Motification  Quarantine FortiClient via
EMS

Minimum interval (seconds) 0

© Fortinet Inc. All Rights Reserved.



be3onacHasa MHMpacTpyKTypa

PaclunpeHne 6e3onacHOCTU A0 YPOBHS A0OCTyna

Secure WLAN/LAN

PaclumpeHune 6e3onacHOCTN A0 YPOBHS AocTyna

Secure
WLAN/LAN

F RTINET
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be3onacHasa MHpacTpyKTypa

PaclunpeHune 6e3onacHOCTU A0 YPOBHS A0OCTyna

BonbLUMHCTBY NPOAYKTOB YPOBHSA AOCTYMNa He XBaTaeT
NMHTErpaumm ¢ pelueHmsiMm 6e3onacHOCTU 1 UHCTPYMEHTOB
ynpaeneHus. 3awmnty FortiGate MoOXXHO pacnpocTpaHUTb Ha
CeTb AocTyna, Ytobbl obecneunTtb 6onee rnyodokyto
MHTErpaumio N NOCTOsIHHYO ©e30NacHOCTb.

i @ X

FortiGate FortiAP FortiSwitch

* PacwwupeHne 6esonacHoCTn 00 YPOBHS JOCTyna
* YnpouieHne onepauyumn
* [lpumeHeHne peweHna SD-Branch

F RTINET

NGFW
SD-WAN

Secure
WLAN/LAN

© Fortinet Inc. All Rights Reserved.



be3onacHasa MHMpacTpyKTypa

PaclwwimnpeHne 6e3onacHoCTU 40 YPOBHS AOCTyna

FortiGate Appliances Access Points Switches

« 30+ mogenewn 20+ mogenewn
« llacwave 1 &2, Wi-Fi 6 + Edge Switches
* ToR Switches

17+ mooenen

Next Generation Firewall

WLAN Controller * Indoor/Outdoor/Wall jack

FortiLink integration to FGT
L2/L3 & Advanced Services

Switch Controller * He TpebyeT nuueH3nn

F RTINET © Fortinet Inc. All Rights Reserved.



be3onacHasa MH(pacTpykKTypa :

PaclunpeHune 6e3onacHOCTU A0 YPOBHS A0OCTyna

FortiGate NGFW

= = L& = W W wm e

* [nbKas apxuTekTypa, macutabupyemas no

Mepe n3MeHeHus notTpebHocTen = cimBI R

* YnpasneHune, BAOMMOCTb U aHannTuKa mexay FortiSwitch A ortiLink
NpoBoOAHOW, 6eCNPOBOAHON CETLIO U
6e3onacHOCTbIO

* [lopTbl M3 n koMmmyTaTopa oAnUHaKOBO
6esonacHbl, SSID HanpsiMyto npuBs3aHbl K
nonutnkam M3

* [Monutukn Global Security KOHTpoOnNUpyT @ @ @Fortiunk
ypoBeHb noptos 1 WLAN

FortiAP
F  RTINET © Fortinet Inc. All Rights Reserved.

* YnpasneHne OOCTYNOM BKMNOYEHO B SD-
Branch. He TpebyeTt nuueHsumn



be3onacHaa uHdpacTpykKTypa

PacLunpeHmne 6esonacHOCTM 40 YPOBHS AOCTyna

FortiGate Interface FortiManager

225 FortiGate 300E 1SFW._P HA: Master interimbuild0gs8~ 2~ > 1 @+ O (@) admin-

@b Dashboard Search NoAccess Device  Device Traffic @ now~ A Mo ] o

Sk Security Fabric

28 APManagerv Managed APs Monitor MapView WIFi Profiles ADOM:NGLAB 11 @ [ 81 () admin v

B FortiAPGroup v & Install Wizard @ Central Management

. () &
12 Managed APs = 12 Online = 0 Offiine @ O Unauthorized 599 rogue APs © 4 cient comecte

Branch-1838 (5) + Create New [# Edit T Delete 1§ AssignProfile § More~ # Column Settings ~
Branch-Vyatta (1)

DCFW (0) . .
FG100E4Q17017389 (0) O + FP320C3X140078; 192.168.10,101 ::::: ; Acio & % FP320C-v5.6-build04¢
ISFW-ENG (0)

ISFW-FIN (0)
ISEW-P (4)
ISFW-SALES (0)
NGFW-PRI_NGLAE (0)
NGFW_P (0)

s (Sent/Received) -
Physical Topology

Logical Topology Branch-183 (2)
Security Rating
Automation O Access Point Connected Via S51Ds OS Version AP Profile
Settings

Fabric Connectors Radio 1:

P5323C3U150004: 192.168.4.100 : . PS323C-v5.6-build03C

I FortiView Radio 2:

4 Network

£ System

B Policy & Objects
& Security Profiles
D VPN

FPA20CIX1401207 192.168.007.000 oo b : FP320C-v5.6-build04s
Radio 2: 8 Rad

asaanaaaa!a!

Radio 1: R
FP320C3X150019( 192.168.101.2 i a y . FP320C-v6.0-build00:

FP423E3X160000% 192.168.103.2 :a:i“ ; . FP423E-v6.0-bulld0s
adio 2: 0

P321CR3X160001( 192.168.104.3 Rl . P321CR-v5 4-build01«
Radio 2: 3

& User & Device

S ‘
WiFi & Switch Controller N I Radio 1: adio A
PU423E3X160000! 192.168.102.1 _— o ) PU423E-v5.4-build00¢

| Log & Report Radio 2:

. Radio 1. 6 adio
€ Monitor FP221B3X130102¢ 2 o, 211 FP2218-v5.4-bulld03E
: 02:

Radio 1: Radio 1:0
P32083X13003 .20 320B-v5.0-build06C
FP320B3X130031 Radio 2 Radio 2+ 1 FP320B-v5.0-build06C

Security Fabric

Radio 1. Radio 1: 11
20C3 8¢ 20.20.20. '320C-v5.6-build04
FP320C3X140098¢ 20.20.20.21 Radio 2: Radio 2: 149 FP320C-v5.6-build04

(s]
(s]
(s]
(s]
0
0
0
0
0

peanbHO NoAXoAnT Ans pasBepTbiBaHUSA Ha Macwtabupyemoe ynpasneHue

HeBOMbLWOM 1M 0AHOM ObbekTe MoaaepxuBaeT HAaCTPOVKY U ynpaeneHvne SD-
MNoooepxmBaeT HACTPOMKY K yrnpasneHne SD- WAN

WAN MNoppepxka zero touch deployment
YnpasneHue 6e30nacHOCTbIO, AOCTYNOM K CETU U Ynpasnerre SD-WAN, 6e30MacHOCTbIO 1

WAN 13 onHoro nHtepdgenca [OCTYNOM W3 eaMHOro uHTepdeica

F RTINET © Fortinet Inc. All Rights Reserved.



Dynamic Cloud Security

Public Cloud Infrastructure

Be3onacHOCTb BbIMUCNEHUA N MPUTOXEHUHN,
NOCTPOEHHbLIX B 0bnake

Private Cloud & SDN Cloud

Infrastructure
be3eonacHoCTb, aBTOMaTU3aUUAa U UHTerpaums ang
yacTHoro obnaka

F RTINET © Fortinet Inc. All Rights Reserved.



Dynamic Cloud Security

VMWare Citrix Xen KVM Microsoft Nutanix Amazon Microsoft Oracle Google
vSphere  Server Hyper-V AHV AWS Azure OPC GCP

Aliyun

FortiGate-VM*

<

FortiManager-VM
FortiAnalyzer-VM
Fortiweb-VM

Fortiweb Manager-VM
FortiMail-VM

FortiAuthenticator-VvM

FortiADC-VM
FortiVoice-VM
FortiRecorder-VM
FortiSandbox-VM
FortiSIEM

v
v
v
v
v
v
v
v
v
v
v
v

S N N N NN

FortiProxy-VM

B BYOL P PAYG
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Dynamic Cloud Security
Public cloud infrastructure

Ob6nayHble NpUNoXeHust TPeBYIOT Takom e CETEBOU
©e30nacHOCTH, Kak 1 NoKasribHble, HO NPU 3TOM HEOBX0aMM
HenpepbIBHbIA MOHUTOPUHI aKTUBHOCTU N KOHMUIypaumnmn
obnayHon nnatgopmbl.

Ll %

FortiGate VM FortiCWP
CeTteBasi 6e30nNacHOCTb BuaUMOCTb U KOHTPOMb
* VPN-nogknwoyeHue * HenpaBunbHasa KoHUrypauma
 CerteBasda cermeHTaums  Be3onacHoCTb AaHHbIX
» [lpepoTBpallieHne BTopxXeHun <« CooTBeTcTBUE TpeboBaHMSAM
. Secure Web Gateway *  YnpaBneHve yrpo3amu Cloud
Infrastructure

aWS @ Google Cloud Platform M icrosoft Azure
~~—"7 ([JaAlbabaCioud ORACLE"

F RTINET © Fortinet Inc. All Rights Reserved.



Dynamic Cloud Security: Kak B3aumogeicTeyet ¢ O6nakom?

Amazon q
Inspector VPC Flow logs CloudTrail -
Cloud
Infrastructure
AWS Security Hub

Stack Driver Stack Driver \Elv(iatrgﬁgﬁ NS\%:‘I&W

Events Flows

GCE VM ‘o Inst Profil Activity L

Instance Activity Logs nstance Profile ctivity Log

D n / Microsoft
(:) Azure
Google Cloud

FortiCWP

hvs

Security Architect

Azure Security

Google Cloud Security i

Command Center

F RTINET © Fortinet Inc. All Rights Reserved.



Sensitive Data

] vovore JE]Sewitnedie

@ @ Forticwp

Clean data

Activity

Document share

NEEE ©ETED O

frashdemo@email.o

(@ servicz Info Ll Cloud Account @} Virtusl Machines Overview
. .
FortiCWP
Version 4.4.0 AWS
REGISTERED TO
Resource frasbdema@gmailoam 966 83
GoogleClaud
WORKLOAD GUARDIAN 3 Is
Documents In uses 10720 WM
Azure:
STORAGE GUARDIAN ADY
Activity ;
¥ Inuse:Z43GE/2TE B HighRisk B Megivm Risk LowRisk B No Risk M Critical M Alert ™ Warning M Information M Fass
Policy
Lt Wiorkioad by Exposure Level Leh! Storage by Exposure Level @ Malware Scan @ DLP Scan
Report
28
2 Publlic Write: 3
_ 24 23
Admin 22 Fublic Resd 10 @ E
20
b Externzl Write 1 ><
14
1z External Resd [ 1
0
E ; .
H & Internal Write: ] 351
; I Internal Resd Malware Found Sensitive Diozument
0
t T T T | .
Batnet Risk cannection Internet facing Internal Private a3 m
G Open Alerts by Severity m [# Risk Trend
Last #0days hd Last %0 days
5408
~ W Critical 4328
W Alert 2285
Warning 2z .
B Infarmation w8zq | e T _ - -
-t —t = + =+ ; +— y + + + p———
2019-08-25 17:00 2015-09-22 17:00 2019-10-20 17:00 2019-11-17 16:00
Compliznce B Risk Assesemant B Natwork B ThrestProtection B intsgrstion B Dats Anslysis
Lt Al Resources Monitored i=  TopPolicy Viclation W
Last 90 days
0 o1 0z 03 04 0s 13 o7 08 oz 1
1 r i i i i i i n r T W Crigissl
Suanat . B st Impart AWS Inspactor alerts s7¢
WPL Firewall Warning PC1- Privileged Account Activity 3
; B Information
Security Grous Suspicious Lacation
W Fazz
1M Role
DLP USA/Germany Fasspart Number Policy
VEC
DLP 58N Palicy
Network Securty Graus

DA A



https://www.forticwp.com/
https://www.youtube.com/watch?v=hyBA6az4nFU

Dynamic Cloud Security

Web Application & API Security

3awmTa Beb-npunoxeHnn n APl ot atak Ha ypoBHe
NPUSTOXKEHNN

Email Security

ObecnevyeHne besonacHoOro n nogxoasuiero oomeHa
SNTIEKTPOHHOM NOYTON Yepes3 obnayHble N NokanbHbIe
ceTtu

SaaS Security

g Applications
3alinTta npunoXxeHnn SaasS ot yrpo3 u puckoB

F RTINET © Fortinet Inc. All Rights Reserved.



Dynamic Cloud Security

SaaS security

Puck HenpaBunbHOM KOHGUrypaunm n oTcyTCTBUSA
BUOMMOCTN ObICTPO pacTeT NO Mepe YCKOPEHUS BHEPEHUS
SaaS.

o

FortiCASB

* YnpaBneHue puckamMmm HenpaBUibHOMN KOHJMIypaunm

*  BnanmmocTb 1 KOHTPONb aKTUBHOCTU agMUHUCTPATOPOB U
nonb3oBatenen SaaS

« be3onacHOCTb AaHHbIX AN annoB, XpaHAawWwmxcs B SaaS-
NPUNOXEHNAX

» KomnnaeHc KoHurypauum SaaS-npunoxeHuin

') box M ofice365 33 Dropbox

F RTINET © Fortinet Inc. All Rights Reserved.
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Dynamic Cloud Security:

SaaS security

S TN
FortiCloud

Forti All/ Dashboard Be6_nOpTan ynpaBneHMﬂ

© Overview

Fortinet Cloud Access Security Broker

OrieMeHTbl ynpaBieHnsa ans
Ka)goro noaaep>xmBaemoro
NPUNOXeHNa SaaS

B Report
Audit Log

© ShadowIT

[TaHenn MoHUTOpPUHIa
nomoratoT ObICTPO
onpenensaTb PUCKK

PaclumpeHHas OTYETHOCTb U
nokasarenu

YnpoLlleHHoe, «3a CYNTaHHbIE
MWHYTbI» pa3BepTbiBaHNE

F  RTINET © Fortinet Inc. All Rights Reserved.



Dynamic Cloud Security:

F "RTINET

DLP-ckaHupoBaHue

AHann3 BpeaoHOCHbIX
nporpamMm C aHTUBUPYCHbIM
CKaHMpOBaHMEM

AHann3 ncnonb3oBaHuAa U
paspeLueHnn ang
OOKYMEHTOB U _
nonb3oBaTteneu

BnanmMmocTb 1 KOHTPOIb
COBMECTHOW paboThbl C
doannamu

[ONUTUKM 3aLLUTBI OT Yrpos,
noao3puTenbHas akTUBHOCTb
- KTO, Korga, roe

A He Tonbko

© Fortinet Inc. All Rights Reserved.



Dynamic Cloud Security:
Il @

FortiGate FortiCASB

N\
/ / / FORTINET
VOO SECURITY

mMnopT n obbeanHeHne
CaHKLMOHNPOBaHHLIX U
HecaHKUMOHMPOBaHHbIX SaaS-aaHHbIX

n c FortiCASB

KoHconnanpoBaHHas naHenb ynpasneHus
FortiCASB ¢ paclumMpeHHbIMU
NHCTPYMEHTaMM aHanm3a n OTYETHOCTbIO

[MonHbIM oTyeT Shadow IT ¢ 0630pom pUCKOB
n nawbopaamm

PacluunpeHne NHCTpyMeHTapus
nyTem gobaBrneHnsa obLmnpHon 6a3bl AaHHbIX
npunoxeHmn B FortiCASB

ABTOMaTNYECKOE UMK «MO 3anpocy»
nony4veHue feed-gaHHbIX OT n

F  RTINET © Fortinet Inc. All Rights Reserved.



Dynamic Cloud Security

Web application and API Security

[MockonbKy Ansa paboTbl NpeanpuaTma Bce bonblue
nosiaratoTca Ha Be6-NpUnoXxeHusi, NOTPebHOCTL B 3awmTe
BU3HeC-NPUNOXeHNN NPOoJOoImKaeT pacTu.

FortiWeb

3awmrta Beb-npunoxeHusa ot; | besonacHocTb API

e YA3BMMOCTU U N3BECTHbIE  [lpoBepka cxembl,
yrpO3bl BesonacHocTb OpenAPl

« [apaHTuM GesonacHocTU C |_|pe,EI.OTBpaLL|,_eH|/|e aKTUBHOCTK
nogaepkon ML 6oToB (scraping, analytics)

W Oncutar  django &

WORDPRESS Joomlal

F RTINET

Applications
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Dynamic Cloud Security:

Web application and API Security NoNs

F:=RTINET

FortiWeb Cloud

° Applications

+ Add Filter

Domain Name Platform
WAAS Demo on Microsoft AZire azure.fortiwebclouddemo.com Azure CDN OK 268 797 MB

WAAS Demo www fortiwebclouddemo.com AWS US East (N. Virginia) oK 249 123k 197 MB
Total this month 517 339k 994 MB

Showing 1 to 2 of 2 entries

F RTINET © Fortinet Inc. All Rights Reserved.



Dynamic Cloud Security:

Web application and API Security

FiRTINET o
FortiwebCloud ° Application: WAAS Demo(www fortiwebclouddemo.com) Block Mode

3awuTnTe cBOM pasMeLLeHHbIe BeO- [ v
an.nO)KeHMﬂ 683 pa3Bepr|BaHMﬂ “7’ ° Application: WAAS Demo (www.fortiwebclouddemo.com)

N DASHBOARD

MHGPACTPYKTYPbI U YyNpaBreHns eto prtack Logs

— nospornbte Fortinet sawntnTb

Ba LLI M I-I p MJ—I 0>|<e H Mﬂ y a B bl E o ' Server Date Threat Level URL Client P

"] Loas

Message

5 N -
Co C peﬂOToq MTe Cb H a E R 2020-03-31 12:35:41 ftests/controllers/getConfigTest.php 3.127.151.20 Known Attacks: Known Exploits violation in URL
n peﬂOCTa Bn e H M M 6 M 3 H eC- Lle H H OCT M A/ SECURITY RULES - 2020-03-31 12:05:41 m /imagesimme.png 3.125.46.198 Known Attacks: SQL Injection violation in Parameter

C I-IOMOLL"bI'O CBOMX Be6- 'ff'}‘ CLIENT SECURITY - 2020-03-31 11:59:53 /images/netsparker.png E5 34.226.215.103 Known Attacks: Generic Attacks violation in Parameter
NPUNOXEHWUMN. Threats by Types o

PelLieHIte TpeGyeT MAHAMANLHO e et e

HaCTPOWKN 1 YrpaBreHns, 1 ero
MOXXHO pa3BepHyTb nepen Bawvvy [ — 2

NPUNOXEHUSIMU, NOANMCaBLUMUCL Ha A{MM} 451 m
ANS Markeiplace. 8 pemernr [ 00 a0 A RV A N A
NCMNOSb3YTCA HECKONBbKO METOA0B o
3alnTbl Angd 6bICTpOFO N TOYHOIO hreat Category ¥ Threat Level Threats Threat Score Action (Block/Monitor) Service (HTTAHTTPS)
YyCTpaHEeHNs yrpo3, NO3BOMnss npu 357101
9TOM NPOXoAnTb OObIYHOMY : w1 "y
TpagouKy.
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Dynamic Cloud Security:

Email security

ONEeKTPOHHAdA NnoyTa OCTaeTCHa KPUTUYECKN BaXKHOM
doyHKUMen anga brusHeca 1, K CoXasieHuo,
npeanovYTuTEsNbHbIM CNocoboM AoCTaBku And
KnbepnpecTtynHukoB. OpraHnsaummn OOMMKHbI YCUNNTb
KOHTPOJIb Kak JIOKasibHO, Tak u B obnake.

IZI

FortiMail

i I'Ipe,D,OTBpau_l,eHme AO0CTaBKN TPaANUNOHHbBIX N CITOXKHbIX

yrpos
* HeponyuieHne notepu KoHpUaeHUnansHou nHpopmMaumn
» [lopgoepxka nepexoda Ha 06navyHyro ANEKTPOHHYIO MOYTY

3 ™

F RTINET © Fortinet Inc. All Rights Reserved.
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Dynamic Cloud Security

Email security

E YcoBepLeHCTBOBaAaHHOE pelueHue ANS 3alnTbl OT HeXenaTtenbHOU NOoYTbI U
BUPYCOB C OOLUMPHLIMU BO3MOXHOCTAMMU KapaHTUHA N apXUBUPOBaHUA

~
AHTMCNAM N aHTUDULLIMHT C CaMbIM LRI CICK STECton

BbICOKUM pe VITI/] HIoOMm ( Content Disarm & Reconstruction

URI and Attachment Sandboxing

Mail
Servers

Hesasuncumo ceptuduumpoBaHHad
3alumMTa OT pacCLUMpPEHHbIX Yrpo3
"

NHTerpupoBaHHas 3alimTa AaHHbIX

yl'lpaBJ'leHI/Ie KOpnopaTtnBHOIo ypoBHA

BbicokonpounsBoauTenbHas
obpaboTka noyThl

F RTINET © Fortinet Inc. All Rights Reserved.



Zero-trust Network Access

Network

NA C Access

3HanNTe N KOHTPONUPYUTE, YTO HaxoamnTca B Baluen cetu

ldentity

3HaNTe U KOHTPONUPYNTE, KTO HaxoauTcs B Baluen cetn

Endpoint
OTcnexuBanTe nonb3oBaTenen u ycTpomcTsa BHYTPU U
BHe ceTu

F RTINET
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Zero-trust Network Access
Onpepenute, Ymo HaxoanTcsa B BalLeEN CETU

BbICTpLIN pOCT YyCTPOUCTB U 10T nopoXxaaeT yrpossbl.
OpraHunsauumn passeptbiBatoT NAC, 4Tobbl cCHOBa obpecTu

BUOMMOCTb.
FortiNAC
* Ob6HapyxeHune BCeX YCTPOUCTB B CETU NAC

*  WpeHTndumkauuns ycTpoucTs
* KOHTpOsib Ha OCHOBE MONUTUK
* HenpepbIBHbIN MOHUTOPUHT U OBHapyXeHne aHoMarnum

F RTINET © Fortinet Inc. All Rights Reserved.



Zero-trust Network Access:

Onpepenunte, Ymo HaxognTcsa B BalLlen CETU

Ob6ecneynBaeT BUAUMOCTb Nonb3oBaTesie U KOHEeYHbIX ToOYeK Ans
KOpnopaTUBHbLIX CeTen 1 aBTOMaTU3UpPYyeT pearmpoBaHMe Ha Yyrpo3bl

oeHTndpukauma yctponcrtea m HenpepbiBHOe npocdunupoBaHne ycTponcTBa

npouNMpoBaHne "
gill

YnNpoLleHHbIN rOCTEBOM OOCTYN C Agd Filter:  Select B upde
CaMOCTOATENbHOW perncrpaumnen Ports - Displayed: 26 Total: 26

s,

Davica Connection State Default VLAN  Cu

v] SwilchBusding-1 Fan SwilchBuisng-1 Faln F227.2.2 Foguea Host 02 S0

I-I OCTOﬂ HH aﬂ O L'Ie H Ka p n CKO B E SwitchBusding-1 Fai2 Sy uiding-1 Fali2 [ Mol Conmecied 502 S

'i SwitchBuading-1 FO3 SwiichBulding-1 Fal3 TE2T 2.5 Mot Connecled 502

Export 10: e B | - oo
MuKpocermeHTauusa KOHEYHbIX To4Ye

Adapters || Pord Changes

Adapbars - Total: 1
ABTOMaTI/I3|/|pOBaHHoe pearMpoOBaHW|suus rost swis IP Address Physical Address Laocation

17227.24 MESDTIDINGE 1722724 (IPvd) SwitchBuiding-1 Fadi4
Ha BbIABJIEHHbIE PUCKU
OJib30BaTellb . FOrtiNA ZSAVATIVE

NPUHOCUT Ha oTnpaenseT nomeLlaer contained
. paboty coObITne Ha HOYTOYK B at switch
OpKeCTpaLI,I/IFI CTOPOHHUX YCTPOUCTB 3apaxeHHbIi FortiNAC KapaHTWH Ha node
HOYTOYK YPOBHE AocTyna

F RTINET © Fortinet Inc. All Rights Reserved.



Zero-trust Network Access:

Onpegenure,

 FortiOS

 FortiNAC

» Y3Han ToSfbKOo
yepe3 DHCP
Fingerprint

F RTINET

Ymo HaxoanTca B BalLLEN CETU

« Kash’s Sony Speaker ¢

* (Y KOTOPOro, Kak OH Jaxke He
nogo3pesarn, ectb 6ecnpoBogHON
NHTEpPdENC)

© =8 Windows Phone (1)
Custom Devices & Groups @ Offline R Windows-Phone 10.1.2.54 Windows Phaone

Single Sign-On © B0 Unknown OS (8)
LDAP Servers © Online @D RingPro-e9 10.1.2.69

RADIUS Servers © Offline @D 50:33:8b:fa:d0:26 10.1.2.70

Wireless Access Point
Sony
embedded|Planst
embedded|Bose
embedded|USRobotics

Sony Speaker MAC-Default embedded|Denon
embedded|Virdi
embedded|D-Link
embedded|Yamaha
embedded|KCorp
embedded

%) 071518 11:43 PM
GMT+0100

s |P Address  Physical Addrass Media Type Location Aclions
104270  50:33:88:FA:D0:26 @ i

© Fortinet Inc. All Rights Reserved.



Zero-trust Network Access

Onpepenute, Kmo HaxoauTcs B Ballen CETU

Cnabble naponu 1 ykpageHHble YYETHbIE AaHHble AenatoT
CEeTN ysa3BUMbIMU. TpebyloTca cTporas npoBepka
NOASIMHHOCTM N OOCTYyrNa Ha OCHOBE POJIEWN.

o=

FortiAuthenticator FortiToken

* AyTeHTudukauus
nonb3oBaTens [ByxdrakTopHas
« [JlocTyn n KOHTPOSib Ha ayTeHTUdumKauus
ocHoBe poren (RBAC)

Identity

F RTINET © Fortinet Inc. All Rights Reserved.



Zero-trust Network Access:

Onpegenunte, Kmo HaxognTcsa B BalLlen CETU

= YnpaBneHue ngeHtTupukaumen, KOHTPoOnb gocrtyna
norib3oBaTerien U MHorodpakTopHasa naeHTupukaumsa

Add RADIUS client

Mpo3pavHasn nHaeHTudnKaums Name: e
nonb3oBartenien ceTu U NpUMMeHeHne NonmnTuK et sedress: - P e e
Ha OCHOBE naeHTuduKkaumm B KopnopaTMBHOM Secret.

ceTn c nogaepxkon Fortinet Fist profile name:

Description:
B Apply this profile based on RADIUS attributes.

beclioBHaa aByxakTopHasa ayTeHTudumnkaumsa e . ©eapoTe

@O EAP-TLS

/ OTP B pamkax Bceln opraHnsaumu B © Prap
. @ EAP-TTLS
co4yetaHuu c FortiToken DoviceAuhenicetion

O MAC Authentication Bypass(MAB]
W AD machine authentication

ynpaBneHme CepTMd)MKaTaMM D'nﬂ O MAC device filtering
pasBepTbiBAHUS KOPNopaTUBHOW User Authentiction

Authentication method: Enforce two-factor authentication
Apply two-factor authentication If available (authenticate any user

6eCn po BOﬂ.HOVI CeTM I/I VP N ® Password-only authentication (exclude users without 2 password)

FortiToken-only authentication (exclude users without a FortiToken)

B Enable Token Mobile push notifications authentication

YnpaBneHue rocteBbiM AOCTYNOM A1 oo ot e

obecnevyeHns 6e30nacHOCTN NPOBOAHbIX U earm/ueemams
Realmes: Allow local users | Use Windows

6ecn pO BO,D,H biX CeTeI‘/’I Default to overtide AD domain Groups @ | Delete

s remote Users authentication
Bo3MOXHOCTV eamHoro Bxoda (SSO) ans Lol o uws 4@ T A
[Edit]
Filter

BHYTPEHHMX 1 00naydHbIX ceTen o

users:

ok Add arealm




Zero-trust Network Access:

Onpepenute, Kmo HaxoauTcs B Ballen CETU

Q=)  Oath Compliant Time Based One Time Password Token

MacwTabupyemoe pewleHne ans
CTPOron ayTeHTUdpUKaLnm ¢ HU3KUMHN
Ha4arnbHbIMK 3aTpaTaMn 1 HU3KOWN
COBOKYMHOW CTOMMOCTbIO BriageHund
(TCO)

..WII

YHUKanbHbIM YNPOLLEHHbLIW BapuaHT
OHManH-aKkTMBaLUn

CHmxeHne akcnnyaTtaunoHHbIX
pPacxodoB 3a CYET UCMOSb30BaHMS
cywecTtsytowero FortiGate B kavecTBe
cepBepa ayTeHTUpukaumn

Bonbwon, nerko Yyntaembin XKK-
aucnnen

i, =0 DRI

F RTINET © Fortinet Inc. All Rights Reserved.



Zero-trust Network Access

OTcnexxnsanTte Nosib3oBaTeNen U YCTPOMCTBA BHYTPU U BHE CETU

CoBpeMeHHbIN undpoBon BrusHec TpebyeT, YTobbI
coTpyaHuku pabotanun B ntoboe Bpems, B Nt0OOM MeCcTe U
npakTuyeckn Ha nbdom yctponctee. Endpoint agent gormkeH
obecneumBaTb BUONMOCTb WU KOHTPOISb.

£l 8

FortiClient
Fabric Agent

e  BuammocTb KOHEYHOWN TOYKU
* [InHamMmmnyeckum KOHTPOSb AOCTyna

F RTINET © Fortinet Inc. All Rights Reserved.



Zero-trust Network Access:

OTcnexnBanTte Nosb30BaTENEN U YCTPOMCTBA BHYTPU N BHE CETU

@ KomMmnrnekcHas 3awmTta KOHeYHbIX TOUYeK n obecnevyeHue
0e30MnacHOCTH

LUVIpOKaFl BNWOANMMOCTb KOHEYHbIX TOYEK

CoOTBETCTBME KOHEYHbIX TOYEK U
yrnpaBneHne ysi3BMMOCTSMU

Q FortiClient - Compliant

Kunal Marwah v

XN\
v

COMPLIANCE & TELEMETRY

wwwwww

I'IpoaKTleHaﬂ 3allTa KOHEYHbIX
TOY4EK

ABTOMaTU4YECKOE CAEPXKUBaAHME YrPo3

BesonacHbIN yaaneHHbIW OOCTyn

© Fortinet Inc. All Rights Reserved.



Zero-trust Network Access:

OTcnexnBanTte Nosb30BaTENEN U YCTPOMCTBA BHYTPU N BHE CETU

25 FortiGate 1500D NGFW-PRI interim build0124~ > @~ 0~ (@ admin-

Device information
¢ OS
» Co-relate multiple MAC

 FortiClient Status

« Endpoint Vulnerabilities

« Logged-in User

* User Avatar

« Social IDs

* Online/Off-line

« Endpoint events and logs

BuamMocCTb pUCKOB B KOHTEKCTE CETU
F RTINET C6op .anHblx O KOHE4YHOU TO4KEe © Fortinet Inc. All Rights Reserved.



Al-driven Security Operations

.
"

[TporHo3upoBaHMe U NnpeaoTBpalleHue aTak
[no6anbHoe MalLMHHOe 00yYeHne ANt NPOAKTMBHOW 3aLUMThI

OOHapyXeHne Heu3BeCTHbIX U BHYTPEHHUX
yrpos

CneunanbHoe MallMHHOe 00y4YeHne aAns paHHero
npeaynpexaeHus

OpkecTpauusa n aBTomaTmnsauums

pearmpoBaHuA

OKCNEPTHLIE CUCTEMBI ANA bonee ObICTPOro caep>XxmMBaHms

F RTINET
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[MporHo3upoBaHue U npeaoTBpaLleHne aTak

[mobanbHOEe MallMHHOE 0byveHne angd npoakTUBHOW 3aLUUTHI

YcTapeBLUMe NnpoaykTbl 6e30MacHOCTM OTCTaloT OT
NOCTOSAHHO MeHsitoLerocs nangwadta yrpos. TpebytoTcs
TEXHONOIrMN HOBOIO MOKONEHMS, rMobarnbHbIM NMHTENMNEKT U
aHanuTuKa, a Takke 3alluTta Ha OCHOBE MCKYCCTBEHHOIO

MHTETNEeKTa.
FortiGuard
Services

BB R R W

Advanced Intrusion Application Cloud Security
Threats Prevention Control Sandbox Rating
Antispam Web Botnet UEBA Indicators of
Filtering Protection Compromise
Zero Trust Network Two-Factor Dynamic Cloud
Access Authentication Security
F  RTINET
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I'IporHosprBaHue U npenorsBpdalleHuve atak .
[nobanbHOe MallMHHOE 0DyYeHUe And NPOaKTUBHOM 3aLLUThI

Fortinet Threat Research Development
= AHanu3 BpegoHocHoro MO n URL * AHTUBUPYCHbIN OBUXOK

= AHanu3 TeKyLunx yrpo3s = MexaHU3m npeanorspalleHus BTOp)KeHVIﬁ
u MCCHQAOBaHMe Hynnnnrn nua : PaanaAnTra nMrHaTyp

SECURED BY

FORTIGUARD.

mer Service

= ABTOMaTMU3aLMA aHANMUTMYECKUX 3aaav = Co3paHune curHartyp
= OTcnexunBaHMe HOBLUECTB = Kateropusauusa URL
= Acnonb3oBaHue HOBbLIX TEXHONIOrMMn = [MepBOKNaccHbIN cepBUC
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[MporHo3upoBaHMe 1 NpeaoTBpaLLeHue aTak :

[mobanbHOe MalunHHOE 00y4eHne ans NPOaKTUBHOW 3aLUUTbI

OcTaHoOBKa yrpos YcTpaHeHue aTak lNpoakTuBHOE

Be3onacHocTb
«Ha nety» Ha 06L|J,V|X TOYKax npepnorspalleHune n paCI.IJVIpeHHOf/’I
EhLelafs ObHapyxeHue NOBEPXHOCTMN aTaku
_ HapyLUEeHUHN - _
Advanced Malware Protection Content Security Advanced Detection Application & loT Security

8
Q B YH=| Wil

* Advanced Threat *  Web Filtering * Security Rating * Application
Protection * AntiSpam *  Vulnerability Control

* Antivirus * Content Disarm & Management *  Web Application

* Intrusion Reconstruct * Indicators of * Industrial Security
Prevention Compromise

FortiGuard Al-Driven Protection and Intelligence
OGecne4eHue Security Fabric ny4ywen 3awyron, goctynHoun B FortiGuard Services
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npOFHO3VIpOBaHVIe N npeaorBpalleHune artak .
nobanbHoe MallnHHOE obyyeHne anga NPoakTMBHOW 3aLUMUThI

Total Devices
13
124 &
. 10
™ o
B
800k i
600K 5
400k a
A
200k ES
1
o [
T2l Sai23 Mon2S Wed27 Fiz Ju3ugust Wed03 Fi05 AgOT Tue0d Thull Sal3 Monls Wedl7 Fild Awm2 Juze 31 Augo? Aug1a
iE Monday
OObaJibHaa CeTb CEHCOPOB
e esday
60k ‘Wednesday
- b Thursdy
= 4,4 MunNnnoHa YCTPOUCTB
1 206 Saturday
1k Sunday
0o

Region Name FG Count Total Top Countries Top Names Top Serials

= CornacoBaHHas ceTb paHHero s oo O - S

Count: 45,87¢
I-I p eﬂyn p e)Kﬂ'e H M ﬂ North America 38,388 8,070,291 Country Code Country FG Count  Total Name FG Count Total Serial ID Unique Names Total
Europe 11,471 3,187,615 us United States 38,156 7,165,008 JS/Nemucod. ANOIr 4,229 1,222,870 11914 288 158,740
Africa 521 461,738 TR Turkey 1,183 611,604 Js/Nemucod. AOT!Ir 6,873 854,760 16851 30 150,668
South America 1,487 305,924 cA Canada 1,375 409,926 WM/Agent. BICtr.dldr 10,340 851,746 44597 6 112,456
Oceania 802 177,982 DE Germany 1,558 365,218 WM/Agent.BOJ!tr.didr 6,945 765,617 1683036 21 110,820
Region 1 759 169,107 ES Spain 736 261,270 HTML/Refresh.BCItr 6,917 670,939 16741 8 108,568
BE Belgium 556 231,435 JS/Nemucod DRY!trdidr 4,845 610,478 220740 7 106,719
GB United Kingdom 802 172,319 Js/Nemucod.25A0lirdidr 5,525 552,970 686 17 103,348
GR Greece 109 161,592 WM/Agentltr 5,731 518,566 1712873 8 101,867
T lialy 733 130,122 JS/Nemucod.09711tr 2,548 367,988 13025 12 101,853
FR France 1,145 129,444 Adware/AdExchange 7,893 230,832 13922 9 100,723
(. Total
ola
' 4

3.5G

3 3G

% “ 2.5G

\ 2G

’ 15G

156

L . 500

0.0 50 410 3.9k 17k 190k 16M 8.2M 98M o

Junie July August September October Movember December 2017 February
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[MporHo3upoBaHMe U npeaoTBpaLLeHue aTak :
[mobanbHoe MallnHHOe 0byyeHne Ansi NPoOaKTUBHOWM 3aLLUTbI

Th

N Antivirus

N Intrusion
Y Prevention

Web Filtering

Yo Anti-spam
\r

»

) Anti-Botnet

Secondary
FDN

Q

AL RN
N0 EEEERRRR AN
LLEEERRR

m FortiGate N J X R
E FortiMall @

. AMERICA LATAM EMEA APAGC
FortiClient
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[MporHo3upoBaHMe 1 NpeaoTBpaLLeHue aTak :

MS.SMB.Server.SMB1.Trans2.Secondary.Handling.C
ode.Execution (CVE-2017-0144)

Backdoor.DoublePulsar (Application Control)

W32/GenKryptik.1C25!tr
W32/Filecoder_WannaCryptor.Bltr
W32/Wanna.Altr

W32/WannaCryptor.B!tr

N Opyrme BapuaHTbl OTKPbIBANUChb KaXabln Yyac

npOTVIB ONHaMN4YeCKNX BPpEOOHOCHbIX canToB

Detect/Block, Report and Protect

F "RTINET

[mobanbHOe MallnHHOE 00y4eHne ans NPOaKTUBHOW 3aLUUTbI

Example - WannaCry Protection

28C25239_cry.v9a

Job ID
Recieved

Status

Rating

Suspicious Type
Rated By

Submit Type

Scan Bypass
Packers

File Type

File Size(Bytes)
Download From
MD5

SHA1

SHA256

Submitted By
Submitted Filename
Filename

Start Time
Detection Time
Scan Time(Sec)
Detection OS
Infected OS
Comments

Behaviors for WIN7X64VM

Behavior Summar

This file rated by Cloud-based Threat Intelligence

This file dropped files
This file modified files
This file deleted files

3345054712729979237

May 13 2017 13:36:48

Done

High Risk

Unknown

VM Engine

On-Demand

Static Scan,AV Scan,Cloud Query
Microsoft Visual C++ v6.0

exe

3514368

28C25239_cry.v9a
509¢41ec97bb81b0567b059aa2f50fe8
87420a2791d18dad3f18be436045280a4cc16fc4
09a46b3e1be080745a6d8d88d6b5bd351b1c7586ae0dc94d0c238ee36421cafa
eNpLTMnNZAMABGECCg==
28C25239_cry.v9a
28C25239_cry.v9a

May 13 2017 13:36:51

May 13 2017 13:43:15

384

WIN7X64VM

WIN7X64VM

wantacry

A Virus detected

Behavior Details

Suspicious Behaviors(5)

A Ransomware like behaviors were detected

y A Threat_Intelligence

A\ The executable tried to hide a file/directory

A The executable create files in sensitive directories

This file spawned process(es)

Threat_Intelligence
W32/Agent. AAPW!tr
W32/Zapchast.Dltr

N/A %currentpath%\00000000.pky
N/A %currentpath%\00000000.eky N/A

N/A %currentpath%\00000000.res
N/A %currentpath%\@wanadecryptor@.exe

%currentpath%\t.wnry
%currentpath%\taskdl.exe
%currentpath%\taskse.exe
N/A Y%currentpath%\u.wnry

1c4fbfd877e58eaef3ac4d35109a9bf3
e09ade083b0e2fa162e09d0001cbbdcc
cf24beb30086a6ba1b0dd5f6141ff043
1f219d338687d32c99¢34bc1ce61b02d
e9b01fca24128afa6d6798d01f133c26

46a7232072d{7882d1979cc9483e3b34
e3a0dfbd000b091d6f05bd3472837d08

5dcaac857e695a65(5c3ef1441a73a8f
4fef5e34143e646dbf9907¢4374276f5
84954001199ac77853c53b5a3f278f3e
7bf2b57f2a205768755c07f238fb32cc
03f1cb1545e07eabfd6318a882e4af0a
N/A
d699b921acffabe06bb51ccd7baf1acd
7bf2b57f2a205768755c07f238fb32cc

© Fortinet Inc. All Rights Reserved.

Threat_Intelligence
Virus detected
Virus detected




OObOHapyxeHne Hen3BeCTHbIX U BHYTPEHHUX yrpo3
CneumanbHoe MallMHHOE ODy4YeHue Anst paHHEro npeaynpexaeHus

Pactet noHnmaHue Toro, 4to 100%-Hoe npegoTBpalleHune
HEBO3MOXHO C Y4ETOM COBPEMEHHbLIX CNOXHbIX Yrpo3. YTobbI
n3bexarb B3NIOMOB, OpraHM3aumn BKNaabiBaloT cpeacTea B
pacLUMPEHHbIE BO3MOXHOCTN OBHapYXXeHUs.

\ 7

FortiDeceptor FortiSandbox Fortilnsight
BbisBneHve O6HapyxeHune

PackpbiTne pucka
HEN3BECTHbIX HEeN3BeCTHOro

MHcangepa
NPOTUBHNKOB BpedoHocHoro MO Aep

F RTINET © Fortinet Inc. All Rights Reserved.



O6HapykeHne Hen3BeCTHbIX N BHYTPEHHUX Yrpos :
CneumanbHoe MaluMHHOE Oby4eHue Ansa paHHero npeaynpexaeHuns

ABTOMaTU4YecKoe obHapyXeHMe BHEeLUHUX U BHYTPEHHUX Yrpo3 u
pearmpoBaHne Ha HUX

E-8 FortiDeceptor 1000F < Dashboard s Jing @~ demo~v

What are you looking for? Q

KapTa yrpo3 Ha OCHoslg |§25  rortDeceptor _1000F 2 Decoy & Lure status
NHTEepdenca No3sons
OGHAPYXKNTD KAMMAHU ¢/ = e r—
HaLleneHHble Ha Bally

What are you looking for? Q _
§¢ FortiDeceptor 1000F Z Analysis

3 Deception What are you looking for?

Deceptionos @@ Dashboard

MhTerpaums 6esonackes °wor@ oxoon ’

Deployment Wi Deception OS
NHAPPACTPYKTYPY 00€C M oucyiives

Decoy Map

BroKMpPOBKY 3M0yMbILL - Deployment Wizard

Whitelist

FILTER CURRENT VIEW

Deployment Network

peanbHOM BPEMEHN [ e « i i
! Decoy Map
6y'D|eT HaHeceH peanb; g Campaign Whitelist

1 Attack Map ¥ Incident

LleHTpann3oBaHHOE yI (= w3 ke
@ Network

aBTOMaTMU3aUns PasBE & o Network

System

noByLLeK R W

Decoy & Lure Status

F RTINET




OO6HapyxeHMne HEU3BECTHbIX U BHYTPEHHUX YrPo3

CneumanbHoe MallMHHOe o0byyeHne Ans paHHEero npeaynpexaeHuns

FortiSandbox, nHCTpymMeHT nccnegosaHus u

OTYETHOCTU, OCHOBaHHbIN Ha Mitre ATT&CK,
npenoctaBnseT nogpobHbIn oT4eT 06 aHanuse, B
KOTOPOM MeToAbl OBHAPYKEHHbLIX BPEAOHOCHbIX
nporpamm conoctaBnarTcs ¢ nnatgopmon Mitre
ATT&CK, co BCTPOEHHLIMU MOLLHBLIMU UHCTPYMeHTamu [
paccrieqoBaHusa, KOTOpble NO3BOMAIOT rpynne Security P
Operations (SecOps) 3arpyxaTtb 3axBayeHHble NakeThl, §
NCXOAHbINA chaiin, xypHan TPAaCCMPOBKM, CKPUHLLOT &
BpegoHocHou nporpammsbl 1 |OC, coBmectnmble ¢ STIX

2.0, KOTOpbIE HE TOMBbKO NPeaocTaBnAlT NOAPOOHLIE
cBegeHna ob yrposax, HO 1 atoT Nosie3Hble CBeAEeHUS

nocrne npoBepku dannos D

m Bl

B Indicators (14)

ByoeT MMeTb BO3MOXHOCTb B IN M4, v& &' U3 s vion @) |

yrpo3 ¢ UCrnonb3oBaHWEM BUPTYaA ik kX NAal L'+ ANd
3anycka koga aMmynaumm Ha ocHoee 1riatipopy sl MITRE ==
| =0 et B

ATT&CK.
F "RTINET




OOGHapyxeHue Hen3BeCTHbIX U BHYTPEHHUX Yrpos3
CneumanbHoe MallMHHOE Oby4eHne Ansa paHHero npeaynpexaeHus

A\ Al Alerts (oo [

Q

[20180405 141216 £ (20180412 1412116

A Policy Alerts

Usert

Q

(20180405 140355 g [20180412 140855 )]

Usern

Users Entities Labels Palicies

Username
MEDIUM acmeltd_temp1
acmeltd_engineer2
acmeltd__contractor]
MEDIUM acmeltd_engineer3
+ Severity ~ Time (UTQO)

138 Alerts
A4 09/04/2018 17:17:11

@30 11/04/2018 14:38:54

+ Severity  ~ Time (UTQ) + Labels % Framework + Policy Name % Endpoint % User + Application % Resol
A s 11/04/2018 21:11:47 - -

o110 12/04/2018 13:02:40 Remavable Media Use Removable Media Audit ugP acmeltd_engineer2 @ bbackup.exe rm:\e

@30 11/04/2018 06:24:01 [i Bl 12/04/2018 13:02:35 Removable Media Use Removable Media Audit ugP acmeltd_engineer2 @ bbackup.exe rm:\e

12/04/2018 08:43:23 a1 12/04/2018 13:01:52 Removable Media Use Removable Media Audit ugpP acmeltd_engineer2 @ bbackup.exe rmi\e

a1 12/04/2018 09:11:13 Uploads of sensitive data to non -EEA countries acmeltd_engineer2 G chrome.exe chusel

A0 12/04/2018 09:02:27 Demao Policy acmeltd_temp1 + explorer.exe chusel

F RTINET © Fortinet Inc. All Rights Reserved.




OpkecTpauus n aBToMaTu3auusa pearmpoBaHus

OKCrMepTHLIE CcUCTEMBI st boree BbICTPOro cAepXnMBaHUS

YynTtblBasi HexXBaTKy HaBbIKOB KnbepbesonacHocTy,
opraHM3aunm CTpeMsATcs KOoOpANHNPOBaTb U Bce bornee
aBTOMaTU3NpoOBaTb YCUNUSA NO paccrnenoBaHuto /
pearnpoBaHuio.

\ 7

FortiAnalyzer FortiSIEM FortiSOAR FortiAl
AHanuTtuka MynstuBeHgopHas | Ynpasnsembli BupTyanbHbin
Security Fabric BUONMOCTb OTBET aHanuTuK
F  RTINET
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OpkecTpauna u aBToMmaTu3auus pearmpoBaHus .

JKCnepTHbIe cnctemMbl ansa 6onee ObICTPOro caepXmBaHUSA

* ABTOMaTuU3npoBaHHOE
yrnpaBrieHue XXypHanamu
N aHanu3 yrpos B
pearnbHOM BPEMEHN

* HenpepbiBHagA
OTYETHOCTb ANA
npeanpuaTun

" YnpoLlleHHasd
doopeH3unka n dbicTpoe

pearnpoBaHue
F  RTINET

Top Applcations - Last 30 Minutes o 8

Dasyrmomon \
Ta 30 Noonoo
xva Torrert
Tty .

Top Threat Destirations - Last 30 Minutes

Workd Of Tarks

sEEBYYE
-

[ B
=
™ —
°5;d:~;58
I’_
e

¢ B8 Top Sources - Last 30 Minutes 1+
- e @B O
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OpkecTpauus n aBTomaTmsaumsa pearmpoBaHus

DKCNepTHbIEe cncTeMbl ans 6onee dbICTPOro cAepXKMBaHUS

Donut Chart - Firewall Event Types @ DASHBOARD  [&« ANALYTICS & INCIDENT @8 CASE = CMDB Ll RESOL

FortiGate-appctri-ips... (9%)
ASA-302021, Teardown ... (9% Skl . . . . ) ) . .
L \ ‘ FortiGatesiraffic:den... (%) Security Dashboard = | §  Perimeter Access Malware Vulnerability Exploits Policy Violation

i FortiGate-traffic-all... (7%
ASA-302020, Buit ICM... 9% —40 == ‘ ortiGate-raffio:al... (7%) +| v

——FortiGate-traffic-clo... (7%)
- Permitted Outbound Ports By Bytes Q0 %x Permitted Inbound Ports By Bytes Q% x
ASA-302015, Built UDP... (5%) v Last 1 hour@11:46 Last 1 hour@11:46

ASA-302016, Teardown ... (5%) IP Protocol,Destination  AVG(Total IP Protocol,Destination  AVG(Total
CheckPoint-permit-tra (28%)—/ TCP / UDP Port Bytes) TCP / UDP Port Bytes)
ASA-302013, Built TCP... (5%)

ASA-302014, Teardown ... (5%) 17 (UDP),8888 30.61 KB 6 (TCP),45270 219.21 KB
Juniper-SSG-traffic-d... (4%)
17 (UDP),123 (NTP) 6 (TCP),45119

6 (TCP),443 (HTTPS) 1.87 KB S— 6 (TCP),45115
Trend Bar Chart - Firewall Event Types 17 (UDP),53 (DOMA... 1.31 KB A\ 6 (TCP),45174 39.21 KB

6 (TCP),80 (HTTP) 606.43 B N 6 (TCP), 16389 32.47 KB

II 6 (TCP),5587 131 B 6 (TCP), 16403 32.47 KB
6000 . = 6 (TCP),3186 129 B 6 (TCP), 16376 29.72 KB
-Ia. =I=IIH-

4000#.--FHH HMHHMMFMFFMM!FMFMMHHH 6 (TCP),6100 129 B ~ 17 (UDP),4500 (IPS.. 19.02 KB -

Denied Internal Sources By Connections QD% x  Firewall Deny: Top Countries By Inbound Denies Q@ x

M Last 1 hour@11:46 Last 1 hour@11:48
2000 — ‘ |

T T L T T | T T T T
07:55 08AM 08:05 08:10 08:15 08:20 08:25 08:30 08:35 08:40 08:45 08:50 172.16.22.137,H05...

‘ ‘ H 192.168.200.12,H0...

Source Country COUNT (Matched Events)

China 43 I

- 192.168.19.2,HOST...
el 18 G e United States 42 I

ASA-302020, Built ICMP connection 192.168.88.16,HOS...

ASA-302021, Teardown ICMP connection 172.16.3.9 HOST-1... Hong Kong 2]
D FortiGate-appctri-ips-pass, FortiGate appctrl ips pass
FortiGate-traffic-denied, Denied traffic 192.168.89.2, HOST... Vietnam 4 I
. FortiGate-traffic-allowed, Permitted traffic
W FortiGate-traffic-close, Session closed 192.168. 19-1.Dh'n--- Se\,"'Che“ES 3 -
B AsA-302015, Built UDP connection 192.168.19.1,HOST...

Chile 2l
B ASA-302016, Teardown UDP connection 172.16.22.100,H05...

ASA-302013, Built TCP connection
ASA-302014, Teardown TCP connection 192.168.64.115,H0...

Russian Federation

Juniper-SSG-traffic-deny, Denied network traffic

Spain




PKeCTpaund n aBTomMmatTnu3aumnsd pearmpoBaHus .

JKcnepTHble CUCTEMBI A5 bonee dbICTPOro caepx

FortiAl 3500F FK-SVMO0000000000

Vlrtual SeCurIty AnaIyStTM Ha 6 P T R

N Security Fabric

D :: ‘adminv

Threat Level Scenario Type Device Type

Neural Networks BbISABIIAET U« rwcksenarie - | o |
S Host Story - . Medium Risk y \ W Banking Trojan
KJ1aCCM m nun pyeT yrpo3 bl U View All Host Story A CritiealRisk _ o ity

Ransomware
10.10.10.23 €5 ] J mDataLeak

OOGHapy>XMBaeT BCMbIWKN BPeA uusoo o
NPorpamMm 3a OONU CeKYHAbl.  .ma® @

10.10.10.51 @

@
10.10.10.56 O @ Se Q © CriticalRisk | Clear All Filters (1] Show/Hide Detail
o

10.10.10.54 & Detail
Detection Date & Scenario Type Virus Family Device Type Threat Level Attack Chain etails

172.17.45.105 O /02/2105:15:32
FortiAl 2020/02/2105:15:32  Worm Activity Generic Sniffer PEANorm/Generic Date 2020/02/2105:15:32
A ortl 10.10.10.55 €Y o EventType  Worm Activity
. . 2020/02/2105:15:23 Backdoor Curioso Sniffer PE/BackDoor/Curioso
Virtual Security Analyst™ . 10101070 4 @@ Attack Chain
Appliance 10101037 EEDOE 2020/02/2105:15:18  Generic Trojan Downeks Sniffer

10.10.10.63 O 2020/02/2105:15:15 Generic Trojan General Sniffer PE/Trojan/General v PE/Worm/Generic

10.10.10.52 € D 2020/02/2105:15:12 Backdoor Hupigon Sniffer PE/BackDoor/Hupigon MD5: afb32a5edéddbf156dc7c886ae0d1f41

i Entry Date: 2020/02/21 05:15:32
Integrates with 10.10.10.43 © 2020/02/2105:15:08 Ransomware Qukart Sniffer PE/Ransomw kart ryLate

10.10.10.35 (3] 2020/02/2105:15:07 Generic Trojan General Sniffer PE/Troj eneral
I I l FO rti G ate 10.10.10.49 (3] 115 Banking Trojan General Sniffer PE/Banking Trojan/General
10.10.10.36 (3] 2020/02/2105:15:00 Banking Trojan General Sniffer PE/Banking Trojan/General

10.10.1057 & 127] 2020/02/2105:14:51  Generic Trojan Scar Sniffer
10101077 OO

10.10.10.75 (2]
10.10.10.80 2]

2020/02/2105:14:44 Banking Trojan General Sniffer PE/Banking Trojan/General
2020/02/2105:14:42 Worm Activity Ardurk Sniffer PE/Worm/Ardurk

2020/02/2105:14:41 Generic Trojan General Sniffer PE/Trojan/General

Q Threat Investigation

Q

2020/02/2105:14:40 Generic Trojan General Sniffer PE/Trojan/General
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OpkecTpauusa n aBTomMmaTusauus pearmpoBaHUA:

OKCNepTHbIE CUCTEMBI aN1A 6osiee OLICTPOro caepXxXmBaHUA

Orchestration & Automation

= Playbooks
= Connectors/Integrations

SOC Management Platform
= Enterprise Case Management
= Role based Access
= Multi-Tenant

g\

YnpasneHue Kenmcammu YnopagovyeHHoOe pearMpoBaHue MynbTUTEHAHTHOCTb

=  Distributed/Federated Architecture
=  Control Access to Data and Playbooks

OOB modules for Incident Response,
Vulnerability Response and Fraud

=  Visual Playbook Designer
= 250+ Connectors for automated actions

Build your own Modules (Ex, GDPR, Legal) =  Real Life Use Case’s Reference Content

Contextual Visualizations

F  RTINET © Fortinet Inc. All Rights Reserved.
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AT: MALWARE EXPLOITED

iISOAR™

Phase

- |NC|DENT—BDEB Malware Exploited

Description

Correlation Graph

INCIDENT-8063:

Incident Lead
A €5 Admin
Campaign

Dummy Campaign 2

TYPE DETAILS
Type Other -
OBSERVABLES RELATED RECORDS

Splunk Alert For PaloAlto Network Traffic policy violation.

o [ ][vmwmmcrsmoso| orvece |

Last Modified by Playbook on 03/11/2019 11:35 PM

S v S wann > ot 3 s 3 st > ey > >

ALERT-8030: Symantec ATP Inci..

ERT-8017: Stspicious Email:...

N

N\

ALERT-7952: OutBound Connecti...

Status -

Open -
Phase

Containment v

TASKS ATTACHMENTS

EXECUTE ACTIONS

INDICATOR-8031: db349h97c37d2...

ACCESS COMTROL

INDICATOR-7973: 43.225.46.25

Source

Paloalto

GENERATE INCIDENT SUMMARY REPORT & EXECUTE & | | # EDIT RECORO | | 2 EXPORT | | @ DELETE |

© ASSET

_ ALERT-7947: Repeated Login Fa..

~8002: ip-192-168-149-25

ASSET-7992: WIN-EP21

AUDIT LOG

SLA

Created On

03/11/2019 11:22 PM

Date Of Incident

03/10/2019 12:00 AM

Discovered Date

03/12/201% 12:00 AM

Resolved Date

Visual Correlation:
full view of Incident to
Alerts to Assets to
Vulnerabilities to Users

& €S ADMIN

Requesting Block IP for 43.225.46.25
LESS THAN A MINUTE AGO



SOAR™ < ¥ s " EI=FE
ALERTS

OPEN ALERTS BY SEVERITY o ~ ALERTS BY TYPE z E’
ANALYTICS
RESPONSE -~
e e s [
RTS
—
DENTS
- ovsnvs, [
ICRIUES Palicy Viglation -
PAIGNS
over niocun. [
TS

ABILITY MANAGEMENT »

10 11

——
] 1

B Low B Medium I Critical M Open

~
w
=
n
o
-~
®
w

EXECUTE ACTIONS

)
i
—
(7))
d
L
9
<
N\
i«
J
c
Q
o
-z
.
-

RCES ~
s
1] SEVERITY NAME SOURCE DUE DATE TYPE STATUS ASSIGMED TO ESCALATED KILL CHAIN ...
Sean Select - Search Search Search - Select - Select - Search - Select - Select -
7947 | cRmicaL Repeated Login Failures on 192.168.50.19 Splunk 03/13/201909:.. Brute Force A.. Open £S5 Admin ‘o |
8049 | meDm | AIE: CyberSponse Login Failure LogRhythm 03/16/201909:..  Other / Unkn..  Open CS Admin
8037 | cRMICAL Symantec Cloud.SOC -> Policy Violation -> External File Sharing Symantec Cloud.SOC  03/16/2019 09:...  Dataleakage  Open CS Admin
EED] [ mEDWM | Symantec ATP Incident :epmp_incident-2018-04-17/incident Symantec ATP 03/16/201909:.. Malware Open CS Admin Exploitation
8017 | MEDIUM | Suspicious Email:Urgent: Requesting CEO Level Dema Environment User Reported 03/16/2019 06:..  Phishing Open CS Admin Delivery
7952 Low OutBound Connection - PaloAlto Netwark Traffic Alert Splunk 03/13/2019 09:.. Policy Violati...  Open CS Admin
7951 CLow | IMAP -WIN-EXCH.cyops.local Splunk - IMAP 03/13/2019 09:...  Phishing Open CS Admin Delivery
7950 | meDM | WIN-EP2 - XmIWinEventLog:Microsoft-Windows-Sysmon/Operational Splunk 03/12/2019 09:.. Other /Unkn.. Open €S Admin
7949 Cow Repeated Login Failure on Win-EP2 Splunk 03/13/201909:..  Brute Force A.. Open CS Admin
[eE 2 7948 meowm Malware Detected : i
on WIN-EP2 Splunk 03/12/2019 09:.. Malware Open CS Admin
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ANALYTICS

ABILITY MANAGEMENT

5™ 4.12.2-49

4

PLAYBOOKS 7 COLLECTIONS / 04 - INVESTIGATE / INVESTIGATE BRUTE FO...

VIRUSTOTAL 1.0.1

Step Name-

Get Source IP Reputation

Step Description @

Add information about the step here.

"< VirusTotal
Cy0Ps Connector | Version 1.0.1
CyberSponse Certified: Yes
_—" |

Configuration*

demo

Action*

{{vars.source_ip}}

Advanced Configurations
Mock Output &

{

“data": {
“undetected _urls": [],
"wverbose_msg": "IP address in dataset”,
“aggregate”: 11,
“response_code": 1,
"detected _urls": [

{

@ DOCUMENTATION

l:‘ Ignore Error @

Description

Investigate Login Failures and also identify other impacted

assets

#ManualAction

MANUAL TRIGGER
Start

SET VARIABLE
Configuration

l

CREATE RECORD
Investigation Notes

REFERENCE A PLAYBOOK
Create Indicator for Source IP

REFEREMNCE A PLAYBOOK
Create Indicator for Asset

REFERENCE A PLAYBOOK
Create Indicator for Target Asset

W W N N N N

- &

." Search

CYOPS UTILITIES 2.1.0
Match Source IP in Internal CIDR

DECISION
Is Source IP internal

Internal

External

" (e =] #]]

armons < | [# e swarsvar | - | [ EERERRRSER]

CREATE RECORD
Create Note for Internal IP

CREATE RECORD
Create Note for External IP

I

CRI
VIRUSTOTAL 1.0.1 Cre:
Get Source IP Reputation

Safe

DECISION
Is Malicious IP Malicious

CRI

Cre



Al-driven Security Operations - Endpoint

L [}
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““““
....
* ’

I'Iporl-losvlpoaal-me U npenorTBpalieHme atak
YMEHbLLEHNE NOBEPXHOCTU aTaku, NpeaoTBpalleHne
aKTUBHOCTU BpeaoHocHoro M0

OOHapyxeHue u obesBpexuBaHue yrpos
[MpegoTBpaLleHne bpeluen 6e30nacHOCTU C MOMOLLIbIO
oOHapy)XeHusi N pa3opyXeHns B peanbHOM BPEMEHMU

PearnpoBaHue, paccnegoBaHue n oxorta

OpraHn3oBaHHOE BOCCTaHOBMNEHME U OpeEH3MKaA
Endpomt@

L 4
L 4
L 4
L J
LY
...

>
.
.
.
““
.
at®

Security
Operations
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[MporHo3upoBaHue U NpeaoTBpaLLeHne

YMEeHbLLUEHNE NOBEPXHOCTN aTakn, NpeaoTBpaLleHne akTMBHOCTU BpegoHocHoro MO

[Mo mHOrum npuymHam yctponctea AT u OT He Bcerga
COOTBETCTBYIOT KOpNopaTMBHbIM CTaHAapTam 6e3onacHoCTH
B YacTtu obHoBneHun OC, ncnpasBneHnm n gpyrmx
KOHurypauumn. Takme cucTemMbl CTAHOBATCSA F1Erkon
0obblyen ong 3M10yMbILLIEHHUKOB.

FortiClient FortiEDR

+ CkaHnpoBaHue ysa3BMMOCTEMN M YCTaHOBKa naTyen
» [lpepoTtBpalleHne BbINOSTHEHNSA 3KCMTOUTOB
*  AHTU-BUPYCHOE MaLUMHHOE 0by4eHune

® I'Iop,,u,ep>|<|<a N30JIMPOBaAHHbLIX Cpe

F RTINET © Fortinet Inc. All Rights Reserved.



[MporHo3npoBaHMe 1 NnpeaoTBpaLLeHue:

YMeHbLLUEHVE NOBEPXHOCTW aTaku, NpeaoTBpaLleHne akTMBHOCTM BpegoHocHoro 10

@ KomMmnrnekcHas 3awmTta KOHeYHbIX TOUYeK n obecnevyeHue
0e30MnacHOCTH

LUVIpOKaFl BNWOANMMOCTb KOHEYHbIX TOYEK

Q FortiClient - Compliant

Kunal Marwah v

KomnnaeHc KOHEYHbIX TOYEK U
yrnpaeneHue yss3BUMOCTAMMU

COMPLIANCE & TELEMETRY
npoaKTl/lBHaFI 3allTa KOHEYHbIX
TOY4EK

ABTOMaTU4YECKOE CAEPXKUBaAHME YrPo3

BesonacHbIN yaaneHHbIW OOCTyn

Nerko pasBepHyTb 1 yNpaBnsThb

© Fortinet Inc. All Rights Reserved.




[MporHo3npoBaHMe 1 NnpeaoTBpaLLeHue:

YMeHbLLUEHVE NOBEPXHOCTW aTaku, NpeaoTBpaLleHne akTMBHOCTM BpegoHocHoro 10

FortiClient Enterprise Management Server & admin v

& Dashboard =
26 2 FortiClient Enterprise Management Server

L0 Endpoints Total Applications - @ co6bxpen (High Ri) e Quuantine Fae | Gy Quarantine Endocint

L0 Google Domains

A Quarantine Management Name T eo @O @0

- Fie Boched Serd Dynamwc Sgratire Updated
& Software Inventory ~ Adobe Systems Incorporated (4) Pk Ducas o 08-78.2018 o 124522 10 ¥ FortChent

Adobe Acrobat Reader DC

Fi P P \ t Process Treo
. Adobe Flash Player 10 Plugin ] -
Hosts

Exccutable droppod di/vys fles () to yyitem drectory
8 Adobe Reader 9.3 ik

L8 Endpoint Profiles 172107240 The exccutable Sntened to local ports.
ﬁ‘ Adobe Refresh Manager ' The hle excalated the priviiege £ SeShutdomn Privilege

L@ Gateway Lists ~ BHt9, Inc. (1)

& Administration Bit9 Agent 22% FortiClient Enterprise Management Server

£+ System Settings ~ Fortinet Technologies Inc (1) * Process Tree By QuorantineFie | Gl Quorantine Endpoint
@ FortiClient

~ Google Inc. (1)

& Google Chrome

~ Igor Paviov (1)

7-Zip 17.00 beta (x64)

~ Macromedia (5)

Macromedia Flash 8 4 Quararting Managoment

© Help

Software Irvontory
Macromedia Flash 8 Video Encoder 2

(@ Encpoirt Proties
@ Macromedia Flash MX 2004 BRGA 2 st axn

& Macromedia Flash Player 8 (8 Gateway Usts @

& Macromedia Flash Player 8 Plugin & Admivistration GCOMEVW.OND
~ Macromedia, Inc. (1) © Sysem Setiings
& Macromedia Extension Manager
~ McAfee, Inc. (1)
McAfee Agent
Memory Operation Network Operation
~ McAfee, LLC. (2)

u McAfee Endpoint Security Firewall KCURRENTPATHY\ tiosdor oxe

N File Ty 1
26 of 26 applications loaded e
€ hwork \Bosder exe c \work\S03 530244 237770747 1 pdf” 55000

4940081721448 30041366 101248037

F HTI n ET Executable deopped dit/sys hlels) to system directory




O6HapyxeHue n 06e3BpexmBaHme

[MpegoTBpalleHne bpellen 6e30nacHOCTU C MOMOLLILIO OOHaPYXXeHUS N Pa3opyXeHUs B
pearibHOM BpEMEHU

[MpenoTBpawieHne Bo3MOXHO He Ha 100% un3-3a Bce bonee
N3OLLPEHHbIX YrPO3 U METOAOB aTtak, 6ecdannoBbIX
BPE4OHOCHbIX NPOrpaMmm, MacKUpPYHOLLMXCS NpOorpaMmm-
BbiMoraTtenen u koHuenuum «living off the land attacks».

FortiEDR

° 06Hapy>|<eHme B pealyibHOM BpeMEHU 1 3alLllKTa rnocrie B3yioma

» [lpegoTBpalleHne B3rioma ansos 1 LWnMdpoBaHUs nporpammMmamMmu-
BbIMOraTensimm

+ [lpogTnBogencTBue Kpaxe OaHHbIX, 0OMeHy aaHHbIMK ¢ C&C n
lateral movement

F RTINET © Fortinet Inc. All Rights Reserved.



PearmpoBaHue, paccrnegoBaHue U oxoTa
OpraHn3oBaHHOE BOCCTaHOBIEHNE N (DOPEH3MKA

HexBaTka HaBbIkoB knbepbesonacHoctu. PearmpoBaHue Ha
MHUMOEHTbI YacTO OCYLLECTBNSAETCA BPYYHYto, TpedyeT
[IOPOroCTOSILLMX MPOLECCOB N MOXKET MOBNUATbL Ha BusHec-
onepauun Unn NPon3BoaUTENbLHOCTb COTPYAHMKOB.

FortiEDR

* BoccTraHoBneHue 6e3 OTKIIYEeHUS MaLUnHbI

* PearuvpoBaHue Ha yrpo3bl Ha OCHOBE pPUCKOB

* PekomeHgauuum no BocctaHoBMEHUIO Ans IT — He HYyXHO
nepesanueatb obpas

« [JononHutenbHbin MDR ans MOHUTOPUHra yrpos, ynopsagoymsaHug
npenynpexaeHun n pearmposaHugd

F RTINET © Fortinet Inc. All Rights Reserved.



Al-driven Security Operations Endpoint:

NEPTHbIE CUCTEMbLI PEArMPOBAHUNA HA MHUWNOEHTDHI

DASHBOARD event viewer (B FORENSICS Vv COMMUNICATION CONTROL ~ (@) SECURITY SETTINGS v INvVENTORY v ) aominisTRaTIoN (ED) ®  Protection v eborbolla v

DASHBOARD evenT VIEWER (D) FORENSICS Vv COMMUNICATION conTroL. v @D SECURITY SETTINGS v INVENTORY v E) ADMINISTRATION () @ Protecion v eborbolla v

DASHEOARD eveNTVIEWER (D) FORENSICS COMMUNICATION CONTROL ~ (G2) SECURITY SETTINGS INVENTORY v (€)) ADMINISTRATION (gD ®  Protection ~ eborbolla +

Ciear All 1’:.: |E| [

Event 469778
taskeng.exe

- = - J
:: Add Exception  &== Refrieve ﬂ Remediate Isolate B Export Raw Data ltems: All Selected | 11 ®

DEVICE 0s PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN

> B andy-WIN7-PC Windows 7 Ultimate taskeng.exe E Malicious File Service Access 27-Mar-2020, 08:50:21 27-Mar-2020, 08:50:20

RAW ID: 17317904738 Process Type: 64 bit Certificate: Unsigned Process Path: \Device\HarddiskVolume2\Windows\System32\taskeng exe User: andy-WIN7-PClandy

[ ]
PARENT PROCESS CREATION SERVICES ACCESS ATTEMPT

SERVICES ACCESS ATTEMPT

Process ID: 3480 Company: Micresoft Corporation Product: Microsoft® Windows® Operating System Process Hash (SHA-1): 1 09FAFEE1B65404124B33C44440BETE3FDB6105F8A
" Source Process: \Device\HarddiskVolume2Windows\System32\vssadmin_exe Description: Command Line Interface for Microsoft® Volume Shadow Copy Service Comments: Process Owner: NT AUTHORITY\SYSTEM
> Target: SHADOW COPY ACCESS Version: 6.1.7600.16385 (win7_rtm.090713-1255) Command Line: Delete Shadows /Quiet /All

EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS END ADDRESS HASH

1 Main -\Device\HarddiskVolume2\Windows\Sysiem32wssadmin.exe No Unsigned { 09FAFEB1B5404124633C44440B...

H \Device'\HarddiskVolume2\Windows\System32\kemel32.dIl No Unsigned 0x76e10000 07621000 VirusTotal

\Device'\HarddiskVolume2\Windows\System32\ole32.dll No Unsigned 0xTfefeaal000 OxTfefecal000 Threat Hunting EDSFBA..

\Device\HarddiskVolume2\Windows\System32inidILdil HNo Signed 0x76f30000 0x770db000 3D62555687087TF3DDACE28T52A. ..
\Device'\HarddiskVolume2\WWindows\System32\ole32.dll No Unsigned 0xTfefeaald000 OxTfefecal000 £ 31BB9C5339A91733A101E06FBA. .

\Device\Harddisk\Volume2\Windows\System32intdil dil Mo Signed 0x76f30000 0x770db000 £ 3D62555687087F3DD3CE28752A




Fabric Management Center

LI,eHTpanusoBaHHoe ynpaBsrneHune CeTbio
YnpaBneHme n3 eanHom KOHCONmn

EAvHOe ynpaBneHue NpuUnoXeHamm
EonHein Bxog (SSO) B npunoxeHnax Security Fabric

ABTOMaTM3auUmnAa N opkecTpauus
NHTerpauns pabo4vnx npoueccos B Security Fabric

CeTteBas aHanNMTUKaA  OTYETHOCTbL
AHaJ'IVITI/IKa CcCeTn N OTYyEeTbl B pe>|<mme peaanoro BpeMeHI/I

F RTINET

Fabric
Management
Center

&)
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Fabric Management Center

EanHaa KoHconb ynpaBrieHns CeTbio

TpyaHO AOCTWYbL aHaNUTUKU COCTOSIHUS CETU B pearibHOM ABTOMaTU3aLMNA U OpKecTpaund
BPEMEHW, ECINV OHA HE ABISIETCH HEOTHEMIIEMOW YaCTbIo C
Security Fabric. [Ina ceteBon aHanUTUKM B peanbHOM €reBad aHaliInTMKa N OTHETHOCTDb

BpeMEHU Tpe6yeTc;| MHTErpnpoBaHHaA aHalnmMTnKa.

FortiAnalzyer FortiGate Cloud FortiManager

AHarnu3 cocTosiHUS CETU B pearnbHOM BpPeMEHM
YnpaBreHue ceTeBbIMU XXypHanamm
OTYETHOCTb O COOTBETCTBUM TPeboBaHMAM

F RTINET © Fortinet Inc. All Rights Reserved.



Fabric Management Center:

CeTeBad aHanMTnKa n OTYETHOCTb

* ABTOMaTuU3npoBaHHOE
yrnpaerieHne XXypHanamu
N aHanu3 yrpos B
pearnbHOM BPEMEHN

* HenpepbiBHagA
OTYETHOCTb ANA
npeanpuaTun

Top Applcations - Last 30 Minutes o 8

= YnpoleHHasd a .
dopeH3unka n bbicTpoe - |

pearnpoBaHue

F "RTINET

Top Endpoint Vulnerabilities - Last 30 Minutes © @

zIl"JJ lL " I IJ
S T g Py Ty RMER"E "R
/f! £ 4 ix/f i /

© Fortinet Inc. All Rights Reserved.

Top Threat Destirations - Last 30 Minutes B Top Sources - Last 30 Minutes
- e @B O
35,000
30,000 4
Py o
= 25,000 4
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Fabric Management Center:

EanHaa KoHconb yrnpaBlieHunqa CeTbio

=_m Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:fgt62 [ @ z admin v

& Install Wizard

i Per-device Management

Edit SD-WAN

& Monitor Device FGVMO020000155864 {root)

SD-WAN Status [ o |
£%2 Device Manager v  Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:adomé0 ©1 @ L 1 %adminv

R Policy Package ~ hinstall ~~ & ADOM Revisions % Tools~  # Collapse All 3= Object Selector ~

E [ Section v & Column Settings v
+- 3 default
- M@ Packages Seq.# MName To Source Destination Schedule Service Users Action Security Profiles
9_root test & port9 I all 8 all [© always ALL @ Deny
IPv4 Header Policy ) badbuild & port9 I authgfxms 33 all [ always ALL @ Deny

IPv4 Footer Palicy RAREIETInT: X porté I authgfxms I google-play [@ always ALL_ICMP Accept @) certificate-inspection
IPv4 Virtual Wire Pair Policy 2 port7 I google-play I swscan.apple.com ALL_TCP

IPv6 Policy ALL_ICMPé

NAT46 Policy ALL_UDP

NATé&4 Policy FTP

Proxy Palicy 4 matching 2& port5 [@ always ALL @ Deny

IPv4 DoS Policy
IPvé DoS Policy
IPv4 Interface Policy
IPvé Interface Policy : Implicit E = any = always @ Deny
Multicast Policy Deny

IPv4 Local In Policy

IPvé Local In Policy

malade 2 port3 [© always ALL Accept &) certificate-inspection

Traffic Shaping Policy
Installation Targets
+- @ FortiGate-VMé4
+ Il Root
+- [l zCDOMm

F RTINET

Database
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Open Fabric Ecosystem

Fabric Connectors

PaspabotaHHas Fortinet rmnybokas nHterpauus,
aBTOMaTM3upyoLLlas onepaunm 1 NONUTUKM 6Ge30nacHOCTH

Fabric API

PaspaboTaHHasa napTHepamMu UHTErpaumst ¢ UCNorb3oBaHMEM
APIl-nHTepdencos Fabric, obecneumBatowiasa WwWMpokyto end-
to-end BMUOANMOCTb

Fabric DevOps

CosgaBaemsble coobulectBom cueHapum DevOps,
aBTOMaTMU3NpYyoLWMe pasBepTbiBaHNE, HACTPOUKY U
OpKecTpaumo cetn n 6esonacHocTu

Extended Fabric Ecosystem

COprﬂ,HW—IeCTBO C "HMumnatmBamu no o6meHy yrpo3amum u
I/IHTeraLI,I/IeIZ C TeXHonormaMmm gpyrmx noctaBLiMKOB

F RTINET

© Fortinet Inc. All Rights Reserved.

Fabric Open
Ecosystem



OO6LwumpHan oTpacneBas 3KocMcTemMa Knbepbe3sonacHoCTU
250+ nHTerpaummn c akocncrtemomn Security Fabric

Fabric Connectors (12)
PaspaboTtaHHas Fortinet rmybokas nHterpaums, asBTomaTmusnpytowasa onepaunm 1 nosimtTukm 6e3onacHocTu

CAibabaCioud WS arub il @) GoogleCloud /A Azure  ORACLE  @symantec.  VIMWare

Fabric APIs (135+)

Pa3paboTaHHas napTHepamMu MHTerpauus ¢ ncnonb3osaHmnem APIl-nHTepdgencos Fabric, obecneymBatoLLas LWNPOKYHo
end-to-end BUAMMOCTb

ABB ARISTA IEzf  (inte) Lenovo ﬁg@;&qgw QpNOZOMI  splunk>  @TaNniLM i TIGERA

Fabric DevOps (9)

CospaBaemble coobuectBom cueHapum DevOps, aBTomaTusnpyroLmne passepTbiBaHNE, HACTPOMKY U OPKECTpaLMIO
ceTu n 6e3onacHocTun |

(- Alibaba Cloud AWS @ GoogleCloud ¥ Terraform /A Azure I3 openstack. ANSIALE vmware

Extended Security Fabric Ecosystem (130+)

CoTpyaHN4ecTBO C opraHnsaumamm no oomery yrposamm (30+) n MHTErpaumsa ¢ npogykramu gpyrmx nocrasLumkos (100+)

CYBER : i 0TE® 1. . _ ( ) , Endpoint
Ly EEW\ Firewall Switch Wirel 9) :
O TREA  MITRE  STIX = el sy Frovals X swicing (@) wretess Securiy

Note: Logos are a representative subset of the Security Fabric Ecosystem

F RTINET © Fortinet Inc. All Rights Reserved.



JKOCHUCTEeMaA CETEBbLIX ornepauumn
Fabric API Partnerships ¢ FortiGate & FortiManager

|||||||||||||||||||||

Network
Operations

. . 2 Eleven
O) Centrify CSi C chronicle d’ESERVER S $euracen . | Lt

O

Multi-cloud
Security

)

Secure
Access

- Vi
d .ER"::DM - E Extreme FI REM O N EIBESEC .— F|OWI"I'IOI'I
ERICSSON e

ciTY
Sy

) G wvases  indeni ) P
LFRIXTEL o on Eﬂggﬁﬂ“ Inq,enl Infoblox::: infeovista @ Im),(la

|[ojolofo]|

i J ASK {lightspeed LiveAction' METTCARE 'C' mistnet ™ MODE

D </ Techn o | o gies erprie secusity. Demysti
A
. ALNIAGARA PYCUS §REDSEAL & riobon .msmss &saasyan SECLORE
Endpoint/Device Application
Protection Securit
¢ SKYBOX $s3 smart hive SMOKESCREEN [—@'ﬂ |sYNCURITY  SYiSSSm Farpeiiges | Q‘ ?ysc&ms

. *3ZEROQ
THRMMT?JUOHENJ' TRX ﬁTRUEFORT tufin voiPMS WIND RIVER MNlNES

ALWAYS AVAILABLE

Security
Operations
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SCADA / NMpoMbIiLwneHHOe yrnipaBreHue
Fabric API Partnerships B OT-BepTukanu

"“== I} ((((Tiii&' CLAROTY Cy ber/\
DRAGES (O)indegy #fyNozoM @)

[ = scapafence SIEMENS

data communications -
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JKocucrtema MmynsrmodnayHon 6e3onacHoOCTU
Public & private cloud partnerships

CAibabaCloud WS tlile €y Googlecloud /A Azure

nuagenetworks E OpenStaCk@ ORACLE vrr‘warem

Network
Operations

D) i

Secure Multi-cloud gl%?}’gn‘ ® a' amdocs A aVIATIX >Vt\<big nsewotfk'!
Access Security alcide _
CQ_) cLouDIFY COrs«i ENEN {OTRUST iBm

NOKIA :
Lenovo  NEC i@ AW NoviFlow NUTANIX

.

Endpoint/Device
Protection

</

Pluribus @@ StackRox e TiIcera  tufin Wiqube

Application
Security

Security
Operations

CAibabaCloud ~ 9WS € GoogleCloud /4 Azure:

ED HAT' = lap g o

Topenstack. ORACLE @ MslEle W Terraform  vmware

: nuagenetworks
Fram Nokia
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JKocucrtema 6e30nacHOCTU NPUNOXeHUN
Fabric API Partnerships ¢ FortiwWeb u FortiMall

Network
Operations

D) 7y

Secure Multi-cloud ‘
pocess Securiy atariabs» ~ cvesnmrenzs  [Defendidge DFLABS
x Al . . o
gemalto 61] illapa IMAGE ANALYZER ImmuniWeb®
ssssss ty to be free for Application Security
cloud power
® ’ .
[ ] o OFEEE  @oQualys  Restorepoint =~ ——\ Whitehat

Endpoint/Device
Protection

Application
Security

Security
Operations
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JKocucrema 6e3onacHOCTU onepauumn
Fabric API Partnerships c FortiSandbox, FortiAnalyzer, n FortiSIEM

servicenow

Network
Operations

O

Multi-cloud
Security

)

Secure
Access

Attivo  BROCADE®  CIiTRIX' & CYBERARK

NETWORKS.

lolofo]o]

@sscunrrv grayleg ® INTSIGHTS METTCARE

Techn o | o gies

$s rubrik ESAFET @ sofefica’ SECLYTICS

v.’.v
4 >

0

Endpoint/Device
Protection

</

Application
Security

@ siempliify  Splunk>  Ospirent”  STRATQOZEN
% SWIMLANE & ThreatConnect TRAPX vjjilan

SECURITY

Security
Operations
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JKOCUCTEMA KOHEYHbIX TOYEK
Fabric API Partnerships c FortiClient

Fabric Connector

@ASymantecw

Fabric API

Network
Operations

S

Multi-cloud
Security

)

Secure
Access

A\ AREA 1 Carbon Black. @CIGENT  Infoblox %

@@ Lightspeed  qMcAfee  SSMEDIGATE OPSWAT.

j— Systems

(D sentinelone-  VOTIRO wandera ziftén

</> SECURED.

Endpoint/Device
Protection

Application
Security

Security
Operations
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JKocucrtema dbesonacHoro gocryna
Fabric API Partnerships ¢ FortiNAC and FortiAuthenticator

=
| =— |

Network
Operations
.»)
Secure
Access
— )
0
Endpoint/Device
Protection
Security
Operations
F RTINET

O

Multi-cloud
Security

</

Application
Security

aruba il
a Hewlett Packard c I S c o
Enterprise company

C Y B E R

M2 ) @cyglass I Extreme’ <)FORESCOUT

networks

lolo|o]o]

G @ @ Infocyte® (intel) METTCARE

Gigamon Techn o | o gies

SMEDIGATE Orgr SPulseSecur@ zentera

llllllllllllllllllll
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Fabric Connectors

PaspaboTtaHHas Fortinet rmybokas nHterpaums ¢ nnatdopmMmamm KNneHTCKON
9KOCUCTEMDbI

Il ]l
aws /i sc|° e
N7 Automation SDN
6 Connectors Connectors
orks  VIMWAre

Cloud
Connectors

Endpoint
Connectors

laaS
Connectors

9

Threat Feeds
Connectors
11
©

SSO/ldentity Incident
Connectors Response
Connectors

AAzu re

H
E
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Fabric APIs

PelieHnsa anst KOMMNNeKCHom 6e3o0nacHOCTU C AOMNONHUTENbHOW UHTErpaumnen

DseC  appviewX ARISTA CIJVMik BACKBOX @JCemTlfy cspi c chronicle

-
,.-scur:-lcun DefendEdge “' Eleven .:gﬂ-'EQM ’

er
%SERVER Jlsl' Paths
ERICSSON

Network
Operations

@cygloss = Extreme  <)FORESCOUT

o _ .

B RETES = flowmmon  TROR..  MuAMER

! lelololol o

infvista (intel') B JASK (plightspeed METTCARE - mistnet
Techn ¢ | o gies

PYCUS W REDSEAL & ribdon @SMBPASS '@'saasgan SECLORE

SKYBOX SMOKESCREEN @lsvucumw == A
=]
fl rruerort  tufim WIND RIVER ‘EﬁF\JRzg

Infoblox 5

o

N

ixia & Putsesecure: G Restorepoint

Gigamon’

S

Multi-cloud
Security

)

Secure
Access

AAREA 1 CarbonBlack. CASQUE SNR (F CLAROTY

PDRAGCES d EN’ C)indegy (&) nfo

Esce VeLooTy &

f-
THREATQUOTIENT

Camraration

U McAfee &MEDIGATE 'q”’ NNEc'r)w oR x! OPSWA

&- amdocs  3Xhig switch {,9) CLOUDIFY

orn Rir)

-

Z= SCADAfence ([l Sentinelone” SIEME
dlcide

RAD . i
. VOTIRO
weommmeins JOTIRO vanderd  ziften ENEA  (DTRuST Lenovo
— <[> InLuKItA. NECM A /RY/NoviFlow  NUTANIX.
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PacLuupeHHasn akocuctema Security Fabric

[TapTHEpPCTBO N0 0OMEHY cBeAEHMAMMU 00 yrpo3ax U TEXHOMNOrnyeckasa MHTerpaumsa ¢ apyrumm

NOCTaBLLUNKaMIN
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O6wunpHasa akocuctema Fabric
NHTerpauua c apyrumun UT-noctasLmkamm

« 3Com  Barracuda * Digital Guardian * Intego L\ [e] (o] (o] F:1 » Radware » Trend Micro
- Access N-e works » Dropbox « Javacool * MySQL * Rapid7 * VASCO DIGIPASS
Credentials * Bit9 « D-Link « Juniper Networks  « Nessus * Rising * Vexira
* Adtran > Bl - Dr. Web « Lantronix « NetApp « Riverbed » Webroot
- Aerohive - Box.com . EMC « Lastline - Nginx Accelerator - WatchGuard
* AirWatch * BullGuard - Enigma o LevEea « Nimble * Ruckus « Websense
- Alert Logic « CA - Enterasys - Open LDAP o NETEn * Smart Hive « ZoneAlarm
* Allied Telesis « Check Point . F5 . Liebert « Nortel * Snort « XenMobile
* Alteon * ClamAvV « FireEye « Lightspeed « Norton o * Xirrus
VARSI Tomest - © CloLCesErgE « Foundry Networks + Linux Server - Okta  Sophos * XYLink
> AFS NEiEl > Celllers * F-PROT * LiveAction * One Identity > SRR - i
* Apple » CrowdStrike « SSH Comm ..U Opyaue UT-nocmaswuxku
PP | » F-Secure * MaaS360 » PacketFence Security U epynnkl cmaHdapmos
* Authentium * Cylance
* G DATA * Malwarebytes * Palo Alto Networks | i
* Avast » Cyphort - : KO
» GitHub * Medigate * PC Tools - Sun Solaris
 Avaya » Cyxtera AppGuard - Green League « MicroWorld * QNAP Turbo NAS . Sunbelt
. AVG » Damballa « H3C « MikroTik * Radiflow
* Avira * Dell SonicWall : - " Tenable
* Imperva * Mobilelron * Radius
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